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Snimace fyzikdlnich velicin
» méfidla a requlatory malého
hmotnostniho priitoku

plovakové snimace vysky hladiny

e magnetické i pfimé stavoznaky

e ultrazvukové snimace hladiny

e snimace priitoku a vlhkosti
sypkych materiald

e snimace pH

e hmotnostni méfidla priitoku
sypkych latek

« snimace koncentrace (0,

« snimace rosného bodu zemniho plynu

e snimace vlhkosti v oleji

» snimace meteorologickych veli¢in

» meteorologické méfici systémy

Kalibracni technika

e primdrni etalony tlaku, teploty
a malého hmotnostniho priitoku

e pistové a digitalni tlakoméry

e pfenosné kalibratory tlaku a teploty

 automatické kalibracni systémy

« software pro fizeni a dokumentaci
kalibracni udrzbyl

Unikatni aparatury pro védu
a vyzkum ve spolupraci
s firmou SVCS

&

Automaticky kalibrator tlaku PPC3
Fluke Calibration

Kalibrator malého hmotnostniho
pratoku plynu DH Instruments

Regulator Hlaku AP Tech

Ruéni zdroj tlaku

-
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Digitdini referenéni tlakomér |.
Crystal Engineering

Stavoznak KSR-Kuebler

|
Multifunkéni kalibrGtor 15\ LEE

Beamex MCé6 < a

Primérni absolutni pistovy tlakomér
Fluke Calibration

Reguldtor hmotnostniho
prutoku Bronkhorst

5-cestnd ventilova souprava
Multi Instruments

Méieni vihkosti a rosného bodu
Vaisala

Pistovy tlakomér Stiko
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Zaklady prostredi s nebezpecim vybuchu

Jaromir Uher, D-Ex Instruments, s. . 0.

o o
COOPER Crouse-Hinds COOPER Crouse-Hinds

Obsah prednasky

V
I & /- + Pramyslova odvétvi s prostredim s nebezpeéim vybuchu
]
P ro St re d I S « Nehody zpusobené explozi
s v 7 + Zakladni pojmy prostiedi s nebezpecim vybuchu
L b I ' l + Skupina pfistroji/plynu
i e e Z e C I « Zdroje vzniceni
- il « Teplota vzniceni
’ + Bod vzplanuti
Vy u C u « Uréovani prostoru

L : [
COOPER Crouse-Hinds Typicka pramyslova odvétvi COOPER Crouse-Hinds Trojuhelnik vibuchu
Nebezpecny
prostor
2
90

TL s

COOPER Crouse-Hinds Vybuchy COOPER Crouse-Hinds Povinnosti - uzivatele

Prostiedi a instalace
jsou hodnoceny podle:-

O Vlastnosti vybugné atmosféry
- Skupina prostredi
- Skupina plynu/zarizeni
- Teplota vzniceni

O Pravdépodobnost vyskytu nebezpeéné atmosféry

- Rozdéleni nebezpecnych prostor
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COOPER Crouse-Hinds Povinnosti — vyrobci zafizeni COOPER Grouse-Hinds

Zafizeni Hoflavé plyny,
jsou rozdélovana podle:- P'ary a thy

maximalni energie jiskry,
kterou mohou zpusobit

- Skupina pristroji
| jejich maximalni povrchové teploty

- Teplotni trida

WTL WL e

COOPER Grouse-Hinds Vlastnosti hoflavjch plyni a par COOPER Crouss-Hinds Hustota par

= Hustota par

Slou¢enina Hustota LFL | UFL | Teplota Tepl. | Skupina « Pomé&r hmotnosti iednotky ob | bo p
par vznic. °C | tfida | pristroja omér hmotnosti jednotky objemu plynu nebo pary
vzhledem ke vzduchu pfi stejné teploté a tlaku.
Acetone 2.00 2.0 |18 535 T lIA
i 0.59 15 | 28 630 T A x ;
’B\SQ“,?;“ Sios 15 165 o T2 A = Urduije, jestli bude uniknuty plyn stoupat nebo klesat
Carbon Disulphide 2.64 1.0 | 60 95 T6 lIc
2.90 12 |78 259 T3 A . P
2.55 17 | 36 160 T4 1B Vzduch ma hodnotu 1 (1)
0.97 2.7 | 34 425 T2 1B
0.07 4.0 | 75.6 560 T lc . ST nad
07 | 5 210 T3 1A Plyny s hodnotou V‘etSI nevz 1 budou klesat
0.55 5.0 |15 537 T 1/11A = Plyny s hodnotou nizsi nez 1 budou stoupat
1.56 2.0 |95 470 T A
CSN EN 60079-20-1
L) res L s
o . ; iceni ické o, ; Vzniceni jiskrou — Jiskrova bezpe&nost
COOPER Crouse-Hinds Zdroje vzniceni - elektrické COOPER Crouse-Hinds ] P
Energie
vzniceni
Elektfina (mJouly) l ,Propane—air(l atmos.)
1.0 1

- (pohony, osvétlent, Fizeni)
ALE....... .
- dva zakladni problémy pfi pouzivani; E(l{‘{‘l[‘:’_":g;a)"
«Jiskfeni -
« - Kontakty: jiskry a oblouky
« - Jiskfeni od uhliki motort

- - Statické vyboje

/

0.1 ‘
Minimdini / //H(yldrogen-"
o) oie atmos.

+Vyzarovani tepla
« - Obvyklé vedeni
« - Poruchovy proud
+- Indukéni ohfev
« - Ohfev ztratovymi proudy
« - Vifivé proudy

[

Flammable Range
10 20 30 40 50 60 70 80 90 100
Objemova koncentrace (%)

Lower Flammable Limit (LFL) H, (UFL) Upper Flammable Limit H,
T s T s

Pozor! Existuji i jiné, neelektricke zdroje vzniceni.
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COOPER Crouse-Hinds

VybuSnost

D-Ex Instruments

= Vybu$nost

= Aby mohlo dojit ke vzniceni, musi byt koncentrace hoflavé
latky ve vzduchu v mezich vybu$nosti

= Meze vybusnosti

= jsou mezni hodnoty koncentrace, ve kterych se musi

nachazet vybusna smés, aby mohlo dojit k jejimu vzniceni.

= Dolni mez vybu$nosti (Lower Flammability Limit [LFL])

= Koncentrace hoflavého plynu, par nebo mlhy se vzduchem,
pod kterou jiz nebude vznikat vybusna plynna atmosféra

= Horni mez vybusnosti (Upper Flammability Limit [UFL])
= Koncentrace hoflavého plynu, par nebo mlhy se vzduchem,
nad kterou jiz nebude vznikat vybu$na plynna atmosféra

WL s

COOPER Crouss-Hinds Teplota vzniceni

U hoflavych latek existuje teplota, pfi které dojde ke vzniceni i bez
pritomnosti externiho zdroje.

Tato teplota se nazyva
Teplota vzniceni

Je to nejnizsi teplota horlavého plynu nebo pary pri které dochazi ke
vzniceni

Zarizeni musi byt vybirano tak, aby nevystavilo vybusnou smés vyssi
teploté nez odpovida teploté vzniceni

ML

o
COOPER Crouse-Hinds

Teplotni tiida

vztah plynu a zafizeni

Teplota

vzniceni plynu

Ammonia 630
Hydrogen 560
Methane 537

Propane 470
Ethylene 425

Butane 365
Cyclohexane 259

Diethyl Ether 170

Carbon Disulphide 95

L Srones

COOPER Grouse-Hinds Bod vzplanuti

Bod vzplanuti hoflavé kapaliny Vypary

Nejnizsi teplota kapaliny, pfi které
kapalina za urcitych standardnich
podminek, uvolfiuje pary v takovem
mnozstvi, ze jsou schopny vytvorit

zapalnou smés par se vzduchem

T s

mﬁlCmuse-Hinds

Skupiny zafizeni/plynu: hlavni system

wnﬁt Crouse-Hinds

o Skupina pfistroji/plynu
Typické plyny Zapalnost
Iprach IEC 60079-0 a -20 USA & Kanada
(vEetné Evropy) NEC 500
Acetylen Skupina IIC Class I, Group A
Vodik Skupina IIC Class |, Group B
Etylen Skupina IIB Class I, Group C Snaze
Propan Skupina 1A Class |, Group D vznititelné
Metan Skupina | (doly) (neni Klasifikovano) |
Kovovy prach 1IIC(vodivy) Class II, Group E
Uhelny prach Class I, Group F
Mouka, krob, Class Il, Group G
obili (nevodivy)
Vlakna a poletavé | |ja(sastice>500um) | Class IIl
Castice
e L
L e

Urcovani prostor

Hoflavé plyny, pary a mlhy

LLuL1 P
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moaCmuse-Hinds €SN EN 60079-10-1 : 2009 P¥iklad &.8 - faktory

®
mgllcrouse-Hinds Rozdéleni prostor v Evropé
Nebezpecné prostory se r i vzniku a
doby prit féry

Zona 0: Vybusna plynna atmosféra je pfitomna trvale nebo po dlouha
&asova obdobi nebo ¢asto

Zona 1: Prilezitostny vznik vybusné plynné atmosfery je
pravdépodobny za normalniho provozu

a 2: Vznik vybusné plynné atmosféry neni pravdépodobny za

normalniho provozu a pokud vznikne, tak jen po kratké
¢asovée obdobi

Priklad &. 8

Skladovaci nadrz hoflavé kapaliny, umisténa ve venkovnim prostoru, s pevnou stfechou
bez vnitfni plovouci stfechy

Zakladni faktory, které ovliviiuji typ a rozsah zon

Vyroba a postup

Vétrani
Typ... pfirozené
Stupel . stfedni *
Spolehlivost. .. vyborna
Zdroj tniku Stuperi Uniku
Povrch kapaliny trvaly
Vétraci otvory a jiné otvory ve stfese primarni
Pfiruby apod. vnitfni poruchy
a prepInéni nadrze sekundarni
Produkt
Bod vzplanuti. ez teplota zpracovani a okolni teplota

Hustota par. ’ t&Z5i nez vzduch

* Uvnit nadrze a v jimce nizky stuperi vétrani

Mo ML s
- Urcovani prostor( -
-Hi - . COOPER Crouse-Hind:
COOPER Grouse Hinds &SN EN 60079-10-1: 2009 Pfiklad &.8 rouseHinds
Typicky 3m nad stfechou H v| , h
Typicky 3m od Or avy praC
- vétracich otvord
Typicky 3 /:[/ . \j Zona 2
ypicky 3m
horizontalné Im@m Zona 1
od nadrze |:| Z6na 0
Hiadina
kapaliny
! Ochranna nadrz
T Jimka
LL T T s
o . e o N
COOPER Crouse-Hinds Hoflavy prach COOPER Crouse-Hinds

Hoflavost prachu
Asi 70% prachu vyskytujicich se v pramyslu je hotlavych

Zapalna energie
Prachy vyzaduji pro své zapaleni vétsinou vétsi energii jiskry (asi
1000 x vy$si nez pary)
Castéjsim zptsobem zapaleni je horky povrch

Teplota vzniceni
Zatimco vétsina hoflavych plynt ma teplotu vzniceni vyssi nez
350°C, nékteré prachy se vzniti uz pfi 150 - 200°C

Samotné kryti IP nestaci

Samotné IP kryti u zafizeni je nedostatecné. Musime chranit kryt
zarizeni pred vysokou teplotou.

T s

Uréovani prostor

Hoflavy prach

u L1
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COOPER Crouse-Hinds Vybusné prostiedi - prach COOPER Crouse-Hnds Nebezpeéné zony - prach

Uréovani prostori podle CSN EN 60079-10-2:2010

Palivo Zdroj | Zona 20

Fzricent Prostor, ve kterém je vybusna éra tvorena oblak
hoflavého prachu ve vzduchu pfitomna trvale nebo po dlouhou dobu
nebo ¢asto

Kyslik Zona 21

Prostor, ve kterem muze vybusna atmosféra tvofena oblakem
2zvifeného hoflavého prachu ve vzduchu vznikat pfilezitostné v
normalnim provozu

Klasicky trojahelnik

vybusnosti Palivo Zdroj

vzniceni

Zona 22
Prostor, ve kterem neni pravdépodobny vznik vybu$né atmosféery
Vi tvofené oblakem zvifeného hoflavého prachu ve vzduchu za
rstva ; . ) P
normainiho provozu a pokud vznikne, je pfitomna pouze po kratké
&asoveé obdobi

Oblak

Kyslik

Pétitihelnik vybusnosti
prachu

ML rons

COOPER Crouss-Hinds Priklad uréovani prostiedi u prachu coobERGrouseHins  ZvlaStnosti prostiedi s vybuSnym prachem

Pfi uréovani prostort s hoflavym prachem musime bréat ohled na nékterée
odlisnosti proti prostiedi s hoflavym plynem:

Zona 21 Prach se ¢asem nerozptyli

Ventilaci se mize vrstva prachu zménit na oblak

7& Podlaha
Zona 20

Nasypka

PInéni otvorem

(Primarni tnik)
Mohou se vytvaret vrstvy kdekoliv,
proto véude Zona 22

T e




Kybernetickd bezpecnost fidicich systémi

Philip Nunn, MTL Instruments

COOPER Grouse-Hinds Agenda

«“* Section 1: The current scenario...

“» Section 2: Myths of network security

MTL <> I?rection 3; How control system security differs from
security

Mstniments “* Section 4: Firewall Technology

“+ Section 5: The Bastion Model

Cyber Security in a Modern Process Network +* Section 6: Defence in Depth network security

“* Section 7: Where and what to protect

Philip Nunn
Product Line Manager - Industrial Networks

P
COOPER Crouse-Hinds

| e—
- - o e
COOPER Crouse-Hinds COOPER Crouse-Hinds A few incidents
Water Industt Petroleum Industs
Salt River Project SCADA Hack < Anti-Virus Software Prevents Boiler Safety
Maroochy Shire Sewage Spill Shutdown
Trojan/Keylogger on Ontario SCADA System Slammer Infected Laptop. s Down DCS
Viruses Found on Aussie SCADA Laptops Electronic Sabota essing Plant

Audit/Blaster Causes Water SCADA Crash
DoS attack on water system via Korean
telecom

< Penetration of California irrigation district
u wastewater treatment plant SCADA
.
Scenario...

rms
fomation Web

Locks-Up Gas SCADA System
for Laptop Infects Control System

Power Industry

Slammer Infects Control Central LAN via VPN
Slammer Causes Loss of Comms to
Substations

Slammer Infects Ohio Nuclear Plant SPDS
Utility SCADA System Attacked

Virus Attacks a European Utility

Power Plant Security Details Leaked on
Internet

IP Address Change Shuts
Hacker Changes Chy
lem

Sasser Causes Loss of View in Chemical Plant
Infected New HMI Infects Chemical Plant DCS
Blaster Worm Infects Chemical Plant

- CopyrigntuTL /851 [ -

macrouse-Hinds What Stuxnet Does woﬁmmuss-uinds

1. Locates and infects STEP 7 programming stations

2. STEP 7 DLL i on i =
(so person viewing logic would not see any changes Stuxnet later
makes to the PLC)

3. Looks for specific models of Siemens PLCs (6ES7-315-2 and 6ES7- g L
417). .

4. Indentifies a victim PLC by looking for special configurations and m
strings

5. Injects one of three STEP 7 code “payloads” into PLC to change
process operations

«<'PLC’s PROFIBUS driver is replaced

“'Main PLC program block (OB1) and the primary watchdog block _
(OB35) are significantly modified.

| p— [ J—

11
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COOPER Crouse-Hinds

Industrial Network
Security Myths

- .
COOPER Crouse-Hinds

Myth — Nothing much
has changed...

i.“

FIEI LTI A4y s

[y [oe— [ [e—
BﬂllgRCrouse-Hinds Malware gl’OWth Gﬂllﬁncrouseﬂinds Rate of Reported Incidents
Hrtw b g Lampers = s e e Ll

T

sz
o Jiomam

¥ P e ]
i 11 ——

[ —

Source : RISI 10

Incident Drivers

e
COOPER Crouse-Hinds

Possibilities of Shift

e
COOPER Crouse-Hinds

Before 2001 After 2001

“ Low number of external
incidents: driven:

— Inappropriate employee — Virus/Trojan/Worm
activity
— Denial of Service
— Accidental events ey

AttorOser
£

Aosent
4
Henal
nnnnnn Exend x
%

Copyright MTL /831

“* Most incidents are externally

1
I

“* Widespread industrial adoption of Ethernet
“* Increased interconnection of Control Systems

“* Public awareness of SCADA and Control
Protocols become more mainstream

«+ Skill set demands on staff

Copyrght ML /B8 -

12
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Myth - Control Systems
aren’t vulnerable to
hackers or viruses

CO0PER Grouse-Hinds What Really Hurts?

“* Malware incidents are the most common but
aren’t the most costly

“* Control systems are highly susceptible to simple
network issues

Malware. Accidental
68% 79%
qbo,ags
21%

impact < $75,000 Impact > $75,000

‘Accidental

Other,

‘g0, Sabotage  Hacker  12%
a5 8%

coobercousetines AN “accidental” Security Incident

< August 19, 2006: - Operators at Browns Ferry
Nuclear plant had to “scram” the reactor due to a
potentially dangerous ‘high power, low flow
condition’.

*» Both redundant drives controlling the
recirculating water system had failed.

*» Cause was determined to be “excessive traffic"
on &he control systems network according to the
NR

“» Traffic between two different vendors’ control
products was the likely cause

ST

“Unintentional,
non-directed incident”

e
COOPER Crouse-Hinds

Myth — We don't
connect to the
Internet

Stuxnet Had Many Paths to its
Victim PLCs

cnnﬁn Crouse-Hinds

Red highlights
direct paths

which bypass
- = ;
- existing security
. controls
Green highlights /
infection path
Stuxnet paper T

described in

Gﬂﬂﬁk Crouse-Hinds

Myth — Hackers don’t
understand SCADA
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cooercousotins  “How Safe is a Glass of Water?”

h Bkl L7LTE Bgn Frmnassgns b

i Darptas
-~

S8H-LEN

Al

FE

Brum2600 Blackhat Conference:

“Things started to get a little more interesting...The
talk was entitled ‘How safe is a glass of water.’It was
a detailed breakdown of the RF systems that are
used by water management authorities in the UK and
how these systems can be abused, interfered with
and generally messed.”

Source: The Register

-

[
COOPER Crouse-Hinds

Attack analysis of SCADA...

o
COOPER Crouse-Hinds

Talk No.16: SCADA Exposed

“Cyber-attacks on these systems and
subsystems can be targeted from remote
locations to multiple locations simultaneously...

This talk focuses on the assessment of the
SCADA infrastructure and attack analysis of the

more common SCADA protocols in use today.”
Source: Toorcon

"=

How Control Systems
Security differs from IT
Security

-

Misapplication of IT Security
Assumptions

e
COOPER Crouse-Hinds

The IT Approach to Vulnerability
Management

e
COOPER Crouse-Hinds

“* There are important differences between Information
Technology (IT) networks and Industrial Automation
and Control Systems (IACS) networks

“* IT - Confidentiality, Availability, Integrity
“* IACS - Integrity, Availability, Confidentiality

“* Problems occur because assumptions that are valid
in the IT world may not be on the plant floor

“* In the IT world we can scan for vulnerabilities
on the network

“* Then we patch...

14




COOPER Crouse-Hinds And Then We Patch...

“*PLC/DCS/RTU patching can be done but...

— Controllers often run for years without shutdown
(long intervals between patches)

— Patching is dependent on vendor’s patch policy.

— Am | vulnerable? How do | know?

— Does it require “return to vendor”?

— Patching may require re-certification of the entire
system (firmware upgrade to Safety System?)

D-Ex Instruments

uongnmouse-mnds Solutions

< DON'T throw out all IT security technologies and
practices and start from scratch

< DON’T ignore the whole cyber security problem
and hope it goes away

< DO borrow IT security technologies and practices
but modify them and learn how to use them
properly in our world

< DO develop clear understanding how industrial
assumptions and needs differ from that of the IT

world
g — .-
o ) - ' :
COOPER Crouse-Hinds COOPER Crouse-Hinds Types of Firewalls
“* Three general classes of Firewall:
— Packet Filter
gy — Stateful Inspection
— Application Proxy
Types of Firewalls and how they work
Challenges of Traditional IT Firewalls
Firewall Rule Basics
[ Jpe— [ -

COOPER Crouse-Hinds Firewall Policy

COOPERCrouse-Hinds Firewall Rules

< Access Control Lists (rules) typically permit or
deny data packets based on:
— Source and destination IP address,
— Source and destination TCP or UDP port numbers,
— State of the TCP "ack" bit,
— Direction of packet flow (i.e.. A- >B or B->A)

“* Building a good filter requires a good
understanding of the type of protocols that will
be filtered

< A firewall is only as good as its rules!

Copyright ML /8S1 [ Jp—

“* These 4 ACLs allow all outgoing Web (HTTP)
connections and allow incoming Web connections only
to the server at 10.20.30.3. (Cisco Pix)

acl 201 permit tcp any gt 1023 host 10.20.30.3 eq 80
acl 201 permit tcp any eq 80 10.20.30.0 0.0.0.255 gt 1023 established
acl 202 permit tcp host 10.20.30.3 eq 80 any gt 1023 established

acl 202 permit tcp 10.20.30.0 0.0.0.255 gt 1023 any eq 80

acl deny

< Linux IP Tables
$IPT -A PCN_DMZ -p tcp —-dport ! $DH_PORT - LOG_PCN_DMZ

Copyright ML/ BS1 [ pe—
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COOPER Crouse-Hinds

The Bastion Model

Why Security Solutions Fail

cookercouseines  The Bastion Model of Security

“* A popular solution for industrial security is to
install a single firewall between business and the
control system

“* Known as the Bastion Model since it depends on
a single point of security

< Other examples of the bastion model:
— The Great Wall of China
— The Maginot Line
— The Berlin Wall

coobercrousetins  The Bastion Model Doesn't Work

“* The Slammer Worm infiltrated a:
— Nuclear plant via a contractor’s T1 line;
— Power utility SCADA system via a VPN;
— Petroleum control system via laptop;
— Paper machine HMI via dial-up modem

“* Firewalls were in place for all of the above...

< Common Firewall flaws:
passing Microsoft Windows networking packets
~ passing rservices (rlogin, rsh, and rexec)
— having trusted hosts on the business LAN
~ Most common: not providing outbound data rules - this may allow an attacker to sneak a payload

onto any control system machine to call back out of the control system LAN to the business LAN or
the Internet

il
* Industrial Security Incident Database June 2006 a—

coobencruseninas Pathways into the Control Network

Infected Remote

qSupport
L ! ;i-

Unauthorized

Office LAN
Connections

1
Mis-Configured Infected
Firewalls @ Laptops
) ??
-9 9 2
usB
1] ’

Conuor AN I
T
External
FCs PLC Networks
RSngLmks E | é ri

coofercousetins A Perimeter Defence is Not Enough

< We can’t just install a control system firewall and
forget about security

<+ System will eventually be compromised
< So we must harden the SCADA system

“* We need Defence in Depth

“Inadequately designed control
system networks that lack sufficient
in-depth i - NERC
No.2 of Top 10 Vulnerabilities of Control
Systems - 2007

e
COOPER Crouse-Hinds

“Defence In Depth”
Network Security




CO0PER Crouse-Hinds Defence-in-Depth Strategy

D-Ex Instruments

“* “By Defence-in-depth strategy, we mean the
protection measures composed of more than one
security control to protect the property.”

< “By the use of this kind of multi-layer measures,
another layer will protect the property even if one
layer is destroyed, so the property is protected
more firmly.”

Yokogawa Security Standard of System
TI 33Y01B30-01E

COOPER Crouse-Hinds The Solution in the IT World

“* Your desktop PC has flaws so you add security
software:
— Patches
— Personal Firewalls (like ZoneAlarm)
— Anti-Virus Software
— Encryption (VPN Client)

“* But you can’t add software to your PLC or RTU...

coofercrousetins  Distributed Security Appliances

< Add hardware instead - a security appliance
designed to be placed in front of individual
control devices (such as PLC, DCS, RTU etc)

“* Protects the control device from any
unauthorized contact, probing, commands, etc

coofercrousetins  Distributed Security Appliances

— Internet Attacks

Internet Q G L2Yer 5 Defence

Firewall (Enterprise)

Internet,
Infected

Business PC___ g

Business Network

Business/Control 4 Layers 3/4 Defence
System Firewall (Control System)

Distributed =T

-
Layers 1/2 Defence
- eice)

Infected HMI Distributed
Fw

Cluster of
PLCs SCADARTU

DCS Controllers

What is Needed in Industrial
Security?

ot
GOOPER Crouse-Hinds

< Extensive research at BCIT showed that a
successful industrial security appliance requires:

— Industrial form factor and robustness

— Electrician-friendly deployment

— Control tech-friendly remote configuration and
monitoring

— Global management capability

— Control system functionality

— Extensibility beyond just packet filtering

COOPER Crouse-Hinds Control System Functionality

“* Need to “filter” by control protocols, not numbers:

“acl 201 permit tcp any eq 80 10.20.30.0 0.0.0.255 gt 1023 established “
(Cisco PIX)

“$IPT -A PCN_DMZ -p tep --dport | $DH_PORT -j LOG_PCN_DMZ”  (Linux
iptables)

MODBUS/TCP
Ethernet/IP
Profinet
DNP3

DeltaV

IEC MMS

GE SRTP
Plantscape
Etc...
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COOPER Crouse-Hinds More than a firewall?
“* Flexibility — as the network e ————
changes, so does network | i ——————
security =

o

* Protect from known
vulnerabilities

Firewall today, VPN tomorrow
New requirements specific to [Rep————

Process Control Systems (Deep (Rt T

Packet Inspection) P ———
< Time Stamping s ¢ o e

* Logging | cmE = = as==
Asset Management
Future-proof investment

ES

ES

ERR

[t "
COOPER Crouse-Hinds

Where & What to
Protect?

COOPER Crouse-Hinds Network Boundary Security

“* Large IT-style firewalls on major access points
“* Industrial firewalls on secondary access

ffice LAN

External

CooPER rouse Hinds Internal Network Security

“* Industrial firewalls between sub-systems
— (ISA 99 Zoning)
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coobercousetines  Protection from Wireless Systems

D-Ex Instruments

“+ Specific stateful filtering of wireless traffic

g

Office LAN 1 .

Wireless
Access.

[ é/ Point
T 5

T

Firewall LSM filters
wireless traffic

[ —

COOPER Crouse-Hinds Protection of OPC Traffic

< Automatically track TCP ports assigned by OPC
servers for data connections

< Dynamically opens tracked ports in firewall only
when they are needed

OPC LSM filters traffic

coobercrouseincs Protection for Unpatchable Systems

< Servers with old operating systems (like NT4) that
cannot be patched

Office LAN

_l_. >—  am
‘ Based

I Server
Plant NC‘WD\IK 1

N

Firewall LSM filters
ic

COOPER Crouse-Hinds Protection of Safety Systems

* Read-only MODBUS/TCP connections to safety

systems
Office LAN
S MODBUS/TCP LSM
HIS only allows MODBUS
Read commands

Safety System

coobercrouseings  Protection from Insecure Networks

< Connection to control systems over insecure
networks (Firewall and VPN LSM)

%
Office LAN 1

I . Firewall LSM filters and

VPN LSM encrypts

Off-Site
PLC Networks

Insecure
Network

COOPER Crouse-Hinds MTL Tofino

“ Name
Tofino Security Solution

“ Purpose
~ CMP, LSM's and Hardware
- Secures process & automation control networks
Protects control devices from malicious or accidental
security issues

Helps achieve NERC CIP /ISA 99 compliance

“ Certification
- Hazardous:
- ATEXZone2

Class 1Div2

MUSIC 2009-1 security certfication (Foundation lovel)

- Protocol:
Certified Modbus compliant by Modbus-IDA
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Thank you for listening

Any questions...?




Zplisoby ochrany pristroji v prostredi s nebezpecim vybuchu

Jaromir Uher, D-Ex Instruments, s. . 0.

o o
COOPER Crouse-Hinds COOPER Crouse-Hinds

B . F g Obsah
Wybusné prostredi
Prehled zpasobti ochrany
F, T elektrickych pristroja uréenych do
P, é 'ast a2 prostiedi s nebezpecim vybuchu
Zpﬁsoby och rany + Prfehled oznagovani pfistroju podle
norem IEC
1 Fu : 1L e
o , - )
COOPER Crouse-Hinds COOPER Crouse-Hinds
4 p 4 pisob och v EC/EN o 1 2 20 21 22 o
VSeobecné pozadavky e

<
CSN EN 60079-0
60079-18 | ma mb me ma mb

Pozadavky na konstrukci,
testovani a oznacovani pro
v§echny druhy ochrany.

60079-7

n,

60079-15 ARl nC

60079-1 d d

60079-11 ia ib ic ia ib
60079-25

60079-27

opis, 0p Opis, 0p Opis, 0p.
6007928 pr, opsh pr, 0p sh pr, op sh
6007931 w

ER Crouse-Hinds COOPER Crouse-Hinds Ex p : Pretlak

Tlakovy zavér Ex p Vit orostidt
CSN EN 60079-2 yousneR

® Ochrana vylouéenim vybusného plynu pietlakem
a to statickym nebo vétranim.

® Aplikace
- fesi pripady, kde Ize tézko pouzit jinou metodu,
napriklad analyzatory.

® ATEX kategorie 2G
® |EC kategorie Gb

21




Q D-Ex Instruments

l:lll'l”El‘lCrouse-Hinds Ex p : Vétrany zavér moﬁmuse-mnds
“Trvaly prutok” L
Olejovy zavér Ex o
€SN EN 60079-6
©® Ochrana ponoienim do oleje
- ® Pouziti
- spinace velkych proudt nebo

transformatory

- neni obvyklé pro MaR

©® ATEX Kategorie 2 G
® [EC Kategorie Gb

. WL
m‘l‘lcrouse-Hinds cﬁnacrouse-Hinds
Piskovy zavér Ex q Zaliti zalévaci hmotou Ex m
CSN EN 60079-5 €SN EN 60079-18
©® Ochrana zasypanim piskem nebo sklenénymi ® Elektrické obvody jsou zality zalevaci hmotou
kulickami
® Aplikace
@ Aplikace - solenoidové ventily, indukéni ¢idla,
- telefony, ochrana silnoproudé elektroniky, - napajeci zdroje
startéry pro Ex e osvétleni...
©® ATEX kategorie 2G
©® ATEX kategorie 2GD ® [EC kategorie Ga, Gb, Gc ma, mb, mc
® |[EC kategorie Gb ® Da, Db, Dc
. ML s o T e
o , - )
COOPER Crouse-Hinds COOPER Crouse-Hinds
Zajisténé provedeni Ex e Jiskrova bezpeénost Ex [ia] Ex [ib] Ex [ic]
CSN EN 60079-7 CSN EN 60079-11

® Ochrana pouzitim kvalitnich soucastek a
elektrického zapojeni, které snizuji riziko
elektricke jiskry

® Chrani obvod (systéem) omezenim elektrickée
energie

® Aplikace
- instrumentace, komunikace, ....

® Aplikace
P tam kde stac¢i mala energie

- ochrana silnoproudeé elektroniky jako jsou
spinace, motory, startery ...

® ATEX kategorie 1GD : Ex ia;
® ATEX kategorie 2G 2GD : Ex ib;
® [EC kategorie Gb 3GD : Ex ic;

" 2
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o
COOPER Crouse-Hinds

. Typ‘n’:Exn
CSN EN 60079-15

® Zarizeni je bezpeéné jen za normalniho
provozu

® Aplikace
Instrumentace, motory, osvétleni ...

® ATEX kategorie 3GD  Jen pro Zonu 2

Typ ochrany ‘n’

Neuvazuje se s poruchami
Minimalni kryti IP54
Narazova zkouSka 7Nm
Jen pro Zonu 2

Podskupiny typu ‘n’
nA : nejiskfici zafizeni
nL : zafizeni s omezenou energii
nC : jiskfici zafizeni s jinym typem
ochrany
nR : zavér s omezenym dychanim

L
“ nstrments

- '
COOPER Crouse-Hinds

-~ )
COOPER Crouse-Hinds

Typ ochrany pouzity pro
elektricka zarizeni tak, aby za
normainiho provozu nebyla
schopna vznitit okolni
vybusnou plynnou atmosféru
a aby nebyl pravdépodobny
vznik poruch schopnych
zplisobit vzniceni.

CSN EN 60079-15

1 T once

Pevny zavér Ex d
CSN EN 60079-1

® Spociva v ochrané pred rozsifenim vnitiniho
vybuchu do okoli

® Aplikace
- ochrana silnoproudé elektroniky jako jsou
spinace, motory, startery ...

©® ATEX kategorie 2G
® |[EC kategorie Gb

COOPER Crouse-Hinds Ex d — pevny zavér

COOPER Crouse-Hinds Ex d — spary v zavéru

Flameproof (Evropa) or Explosionproof (USA)

Dovoluje vniknuti vybusné smési do skririky, ale zabrani rozsireni
pripadného vybuchu do okoli

Oznaceni 'd' pochazi z némeckého vyrazu "druckfest”

Y,

L
Watumonts

Normy pro Ex d se soustiedi na konstrukéni aspekty
skiinék a jejich maximalni spary.

Délka spary

T

Spéry nejsou poZadavek, ale vysledek praktického navrhu
skririky.

T e
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Fthernet

Philip Nunn, MTL Instruments

MTL
Instruments

Philip Nunn - Product Line Manager
Industrial Networks

mnﬁnmause-uinds MTL digital plant

COOPER Crouse-Hinds IntrinsidANpeReds Ethornet

L}

P AE—
-
ot ) - )

COOPER Grouse-Hinds MTL - Proven In Use COOPER Grouse-Hinds Agenda Ethernet

MTL have been supplying Industrial Ethernet .

to the process industry since 2005... Ethernet
+ Copper / Fiber optics
Users of MTL and partner’s Ethernet products * Infrastructure

+ Hubs, switches, routers / Addresses / Topology

» ABB » Jilin Oilfield + Network Redundancy

» BASF > Newcastle Smelter .

> BP > NFL Bathinda ¢ RSTP, ring

+ Network Management

» Borouge > Petrobras . X o

> Caltex Sydney > Rockwell Automation M _SNMF’ / IGMP/ Priority Queuing / Message Rate Limiting / VLAN

~ Centrica ~ Saudi Aramco * Switch Dlagn‘ostlcs

> Ciba > Juaymah + Model selection

» DEWA » Hamad Pipeline

» Exxon Antwerp » Khurais

» ExxonMobil Chemicals » St Lawrence Seaway

> Honeywell > Shell

> Ixsea BV » Sinopec

» Invensys » _Total -, [
COOBER Crouse-Hinds Ethernet COOPER CrouseHinds Physical layer

+ Ethernet prototype 1973 by Robert Metcalf of Xerox Palo Alto
Research Center (PARC)

+ Commercially introduced 1980 by DIX (Digital, Intel, Xerox)

¢ Standardized as IEEE 802.3 1985

Initially Coax cable (1985), later twisted pair (1990) and fiber optics
First as shared medium, later using hubs and switches

* Data rates: 10Mbit/s, 100Mbit/s, 1Gbit/s, 10Gbit/s, 40Gbit/s, 100Gbit/s

-

-

Copper cable
+ ANSI/TIA/EIA-568-B.1: ‘Categories’
- Cat 3, (Cat 5 obsolete), Cat 5e, Cat 6, Cat 6A
+ IEC 11801: ‘Classes’C, D, E, EA, F
+ ‘Category’/ ‘Class’ defines electrical characteristics
+ Diameters: AWG22 (better), AWG 24 (regular), AWG26 (low-end)

TINEA  Cat3 &5 Cat 5 cat6 Cat6A Cat /.
IEC Class C Class D Class £ ClassEA  Class F
Bandwidth  16MHz 100 MHz 100 MHz 250 MHz 500MHz
1000 Mbitis
; ’ e (improved ’ 40Gbis and
Speed 10 Mbis 100 Mbit's 1000 Moivs (mProved 10Gbits Dol
vs Cat 5e)
Distance 100m 100m (i%g?o’:ed jRedloed 100m Redlced 100m 10m
ey (~10m-50m) (~10 m-50 m)
Name  10BASET 100BASE-TX 1000BASE-T 10GBASE-T
IEEE 802.3i 802.3u 80232 802.3an 802.30a
Year 1990 1995 1999 2006 2010
Crosstalk, )
Attenuation M i
Twisting Low High
-
o

25
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Physical layer

Copper cable -
* UTP (Unshielded Twisted Pair) ki,
* 4 unshielded twisted pairs surrounded by e

an outer jacket b

* F/UTP (foil unshielded twisted pair)
+ four unshielded twisted pairs surrounded by
an overall foil shield and outer jacket .
*+ Also known as ScTP (screened twisted
pair) or FTP (foiled twisted pair)
+ S/FTP (shielded foil twisted pair)
+ four foil-shielded twisted pairs surrounded
by an overall braided shield and outer .ﬁ-_—
jacket —_—
+ Also known as PiMF (pairs in metal foil) or — =
SSTP (screened shielded twisted pair)

- )
COOPER Crouse-Hinds

Physical layer

Copper cable
+ Designations as per IEC 11801:

cable o AT H T
Old name New name screening pair shielding
uTP u/uTP none none
STP U/FTP none foil
FTP FIUTP foil none
S-STP SIFTP braiding foil
S-FTP SF/UTP foil, braiding none

MllgRCrouse-Hinds

Physical layer

Copper cable
* “Auto-sensing for speed and duplex”
+ Today’s equipment will automatically negotiate for maximum
possible speed and (full-)duplex transmission
* Auto-mdi/mdix-crossover and auto-polarity
+ Today’s equipment will automatically check and set physical

connection as per: TX to RX and RX to TX, as well as signaling
polarity (in case a wire pair is swapped)

mnﬁn Crouse-Hinds

Physical layer

Fiber optic cable
+ Single-mode
+ 5-10 uym diameter
+ Signal travel straight down the middle

i i e
+ Long distance (up to 100 km)
+ 1300 nm or 1550 nm wavelength (needs laser)
* Multi-mode
+ 62.5 pm to 125 pm diameter
+ Signals travel along different paths (i.e. modes) o Y §
¥

+ Used for relatively short distances up to 2 km
+ 850 nm (LED) or 1300 nm wavelength (laser)

e
COOPER Crouse-Hinds

Physical layer

Fiber optics
* 100BASE-FX (802.3u, 1995)

+ 1300 nm wavelength (laser)

* multi-mode fiber, full-duplex 100Mbit/s, up to 2 km
+ 100BASE-SX (not standardized)

+ 850 nm wavelength (LED) (cheaper)

* multi-mode fiber, full-duplex 100Mbit/s, up to 550 m
+ 1000BASE-SX (IEEE 802.3z, 1998)

+ 770 nm to 860 nm wavelength (LED)

+ multi-mode fiber, full-duplex 1Gbit/s, 220 m to 550 m depending on
fiber quality

+ 1000BASE-LX (IEEE 802.3z, 1998)
+ 1,270 nm to 1,355 nm wavelength (laser)
+ single-mode fiber, full-duplex 1Gbit/s, up to 5 km
+ or multi-mode fiber, full-duplex 1Gbit/s, up to 550 m

e
COOPER Crouse-Hinds

Physical layer

Fiber optics
+ 100BASE-LX10 (802.3ah, 2004)
* 1310 nm wavelength (laser)
+ single-mode fiber, full-duplex 100Mbit/s, up to at least 10 km
+ 1000BASE-LX10 (802.3ah, 2004)
* 1310 nm wavelength (laser)
+ single-mode fiber, full-duplex 1Gbit/s, up to at least 10 km
+ 1000BASE-ZX (not standardized)
+ 1,550 nm wavelength (laser)
+ single-mode fiber, full-duplex 1Gbit/s, up to at least 70 km

+ Many manufacturer-specific variants with usually longer distances

26




COOPER Grouse-Hinds Physical Iayer
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Fiber optic connectors

"'lll-.,_.
oy

(long distance, interchangeable)

SC
(preferred for short distance)

COOPER Crouse-Hinds Physical Iayer

Fiber optic connectors

ST/BFOC
(Bayonet mechanism)

... and many more.

-
|y i |
CO0FER Grouse-Hinds Physical layer COOPER Crouse-Hinds Infrastructure
Benefits of fiber optic cable vs. copper: Hubs:
* No crosstalk + Data received on a port is sent to all other ports
* No interference (e.g. from noise, power cables, VFDs) + Bandwidth is shared by all clients
+ Long distance communication + Half-Duplex Communication
* Higher bandwidth + Telegram collisions can occur (two devices sending at the same time)
+ Non-electrical + Fast (no delay) but inefficient
+ Safer and more secure + Hardly used nowadays
|y o |
ER Crouse-Hinds Infrastructure CooPERGrouse-Hinds Infrastructure

Addresses/Identification
Hubs are ‘dumb’, they are not aware of who is connected at the port

The ‘who’ is identified by an address
+ MAC (Media Access Control) address: unique hardware address
identifier, 48 bits, hexadecimal byte-wise writing
+ Example: 48-2C-6A-1E-59-3D
+ |P address: software-assigned address
+ IPv4: 32 bits, decimal byte-wise writing
* Example: 192.168.1.1
+ IPv6: 128 bits, hexadecimal word-wise writing (preferred)
+ Example: 12d3:4d73:62a7:0000:0000:3b2c:0041:3acd
=12d3:4d73:62a7:0:0:3b2c:41:3acd
=12d3:4d73:62a7::3b2c:41:3acd

Switches:
+ Data received on a port is sent to the destination port only
+ Learns and remembers addresses of clients
* Reduced chance of collision
+ Different ports can communicate in parallel
+ Full-duplex bandwidth for all clients
+ Internal electronics must be fast enough to transport data on

multiple ports simultaneously

27
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COOPER Grouse-Hinds Infrastructure

Switch
+ Layer*2
+ Operates based on hardware address (MAC)
¢ Layer*3
+ Operates based on IP address
+ Difference to router: router uses software and CPU, switch
implements functions in hardware (faster)
+ Multilayer* (layer 3 and/or 4)
+ Can prioritize packets (e.g. VLAN#, QoS#)
* Layer* 4-7 switch
* Load balancing (web servers), content services switching (e.g. ftp
here, http there)

+ Switches often implement selected functions deemed useful.

*“Layer' refers to the ISOJOSI 7-layer model for communication systems which is sufficiently discussed elsewhere
#: Wil be explained later

COOPER Grouse-Hinds Infrastructure

Switch Types:
+ Commercial
¢+ Limited temperature
¢+ Limited internal (backplane) bandwidth
+ Typically ‘unmanaged’ type (no configuration for traffic shaping)
+ Cheap(er)
* Industrial
Wide temperature, robust, industrial mounting options
Redundant power supply inputs
Wide internal (backplane) bandwidth to support full speed on all
ports simultaneously (check datasheet!)
Unmanaged and managed types
Fiber optic ports support long distances
Industrial EMC compliance (noise immunity)
Alarm notification / alarm output

|y Il |
CooPERGrouse-Hinds Infrastructure CooPER rouse Hinds Infrastructure
Switch Types: Gateway
+ Unmanaged + Connects Dissimilar Media
+ Simple and easy + Media Converters (e.g. copper to fiber)
* No configuration (‘plug and play’) + Connects Dissimilar physical layers
+ Cheap(er) + Converters (e.g., RS485 to Ethernet)
+ Connects Dissimilar Protocols
¢ Managed + Protocol Converters (e.g., Profibus to Modbus)
*+ Support network redundancy and traffic grooming
+ Require some configuration
* Examples:
* Monitoring
* VLAN
* QoS*
+ IGMP* Snooping
*: Will be explained later
|y i |
CoORERCrouse-Hincs Network Topologies coofercuseins:  Fault-tolerant Network Topologies
Not fault-tolerant:
™ [ Ring
- W & + Advantages
4 - + Capable of Redundancy
L] - L] " L + Requires less cable than other topologies
L + Faster recovery times
Bus Topol Extended + Considerations
1S Topology Star Topology Star Topology + Requires Managed or Ring Switches
Fault-tolerant: .
. Dual Ring -—
- [ | + Advantages |
- — + More resilient than single ring "..-- L.
- [ ] d [ ] + Disadvantages L
1 =_ = r . + More cabling than single ring . =_ = i
Ring Topology Dual Ring Topology Mesh Topology
- -




coobercrousetins  Fault-tolerant Network Topologies

D-Ex Instruments

(Full) mesh
+ Advantages - - .

+ Extremely fault tolerant & - &
+ Disadvantages oL Yot

* Most Costly topology -

* Recovery time can be slow as network gets larger

BﬂﬂgliCrouse-Hinds RsTP / STP

RSTP / STP ([Rapid] Spanning Tree Protocol)
802.1D, 1990 (some extensions later, and removed from spec in 2004,
replaced by RSTP, 802.1w, 2001)
For networks with redundant paths (fault-tolerant mesh / partial mesh)
makes sure network is without loops
+ Closes redundant paths when primary
path is open

-

-

. + Opens redundant paths when
Ii’ar/zzl miSh primary path is down
dvaniages - @ + STP: Very slow, 30 s o 50 s to
Highly fault tolerant react on network change
* Lower cost than full-mesh (] . + RSTP: Much faster
+ Disadvantages (milliseconds up to 6 s),
*+ Costly topology e but not as fast as many proprietary implementations
* Proprietary implementations: e.g. 30 ms + 5 ms per bridge
|y i |
e ) =~ )
COOPER Crouse-Hinds RSTP/STP COOPER Crouse-Hinds RSTP/ STP
MSTP (Multiple Spanning Tree Protocol)
+ |EEE 802.1s, 2002 (later incorporated into 802.1Q, 2005)
+ Spanning tree protocol over VLANs*
There are also some proprietary
implementations with other names
block
*: Will be explained later
|y o |
w ) - )
COOPER Crouse-Hinds RSTP / STP CGOOPER Crouse-Hinds RSTP / STP

* Root bridge: based on ID. ID = Bridge Priority & MAC address

*+ Bridges (switches) send out Bridge Protocol Data Units (BPDUs) to
exchange information about bridge IDs and root path costs

“Root Bridge”

+ Root bridge: based on ID. ID = Bridge Priority & MAC address
* Root port: ‘cheapest’ way to root bridge. Admin can allocate ‘cost’ to
ports. Slower ports have higher cost, so that faster routes are chosen.

29
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mnzllCrouse-Hinds RSTP / STP

“Root Bridge”

+ Root bridge: based on ID. ID = Bridge Priority & MAC address

+ Root port: ‘cheapest’ way to root bridge. Admin can allocate ‘cost’ to
ports. Slower ports have higher cost, so that faster routes are chosen.
+ Designated port: Least cost path from each network segment

"

IlﬁRCrouse-Hinds RSTP / STP

“Root Bridge”

.

Root bridge: based on ID. ID = Bridge Priority & MAC address

* Root port: ‘cheapest’ way to root bridge. Admin can allocate ‘cost’ to ports.
Slower ports have higher cost, so that faster routes are chosen.
Designated port: Least cost path from each network segment

Block all other connected ports

In case of fault, repeat the process

-

.

-

|
o COOPER Crouse-Hinds Redundant Ring (RR)
- - L] - - -
L T T ] STP or RSTP
P i il T Network failure recovery in
s 30ms plus 5ms per hop!
—— e s owr e
Cm—r——
- o Ll * 9205-ETM
* 9205-ETM-2M/S
— s S S - 9208-ETM
L L L _ I} * 9208-ETM-2M/S
L R e - * 9208-ETM-4M/S
' [T gy + 9208-ETMG
ER N ) * 9210-ETM-3G-2F
r B o——— * 9216-ETM
..-.- e R N * 9218-ETM-2G-2F
A e an toem -,
Wognc:rouse-uinds Dual Rlng oooﬁnclmuse-ninds Network Management

|

SNMP
+ Simple Network Management Protocol

+ Used to manage routers, switches, bridges, IP telephones, IP video
cameras, computer hosts, printers, etc

+ Asoftware ['Network management system’ (NMS)] on the manager
(the managing system) communicates with software [‘Agents’] on the
managed devices

Manager
PDUs* Object Identifiers
Request (variables)
Response

* PDU = Protocol Data Unit
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COOBER Crouse-Hinds Network Management COOPER Grouse-Hinds Network Management

SNMP versions

+ SNMPv1, 1988
+ Initial SNMP implementation
+ Criticized for poor security .

SNMP - Example functions on MTL switch
Read port status

Enable/disable ports

Read status of redundant bulk supply

* Receive notifications for initial startup, authentication, topology
+ SNMPv2c [Community-based SNMPv2 (de-facto SNMPv2)], 1996 changes or link up/down events

+ Better performance, somewhat improved security ¢
*+ Ability to poll larger amounts of SNMP values in bulk

*+ Incompatible to SNMPv1

* Manufacturers often implement ‘bilingual’ agents / NMS

-

.

+ SNMPv3
* The SNMP standard as of 2004
* Provides encryption, message integrity and authentication

|y i |
CO0FER Grouse-Hinds Network Management COOPER Crouse-Hinds Network Management
IGMP (Internet Group Management Protocol) Without IGMP Snooping
+ = Multicast ) )
+ Data telegrams that are sent to multiple receivers Grovp 1 Mulicast Stream | SrowpiuicastSuean
+ Layer 3 protocol (means it is IP address based) il

*+ Layer 2 switch uses IGMP Snooping
+ listens in on the IGMP conversation between hosts and routers

* maintains a map of which links need which IP multicast streams

“Flooding Traffic”

* Multicasts may be filtered from links which do not need them

D

i
IGMP Group 1 IGMP Group 1 IGMP Group 2 IGMP Group 2
All end stations need to handle the traffic whether
y need it or not
-, 40 -
w ) - )
COOPER Crouse-Hinds Network Management COOPER Crouse-Hinds Network Management

With IGMP Snooping Prioritizing traffic
+  Without traffic priority
+ Anetwork provides a “best effort” service to all applications

No assurances regarding the quality of service (QoS) for any particular application
all packets are treated equal

Example: a video stream may lock out other important telegrams

Group 1 Multicast Stream Group 2 Multicast Stream

+  With traffic priority (through QoS, CoS, ToS/DS, Message rate limiting)
* Messages can be prioritized and transferred prior to other traffic

Typically device/port based (not service/protocol based)

Priority for PLC over Camera (not: priority of Modbus over http)

A

Different methods
Class of Service (802.1p priority), used in IP header in VLANs

Type of Service (ToS, outdated), replaced by ‘Differentiated Service’ (DiffServ, DS,

|GMP Group 1 |GMP Group 1 |GMP Group2  1GMP Group 2 ToS/DS). DS can use 3 bits (8 priorities) for compatibility reasons
= + Limiting the data rate for particular end devices
Now only end stations that are part of the
respective group need to handle the traffic
4“1 -, -
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COOPER Crouse-Hinds

Network Management

Prioritizing traffic

A =

high importance
medium importance

= low importance

COOPER Crouse-Hinds Network Management

Map CoS (802.1p) priority into message queue
* Message queue:

+ Stick: Highest priority handled first

¢+ Fair

* Round Robin

+ 8 urgent + 4 expedited + 2 normal +1 background frame

Bemai boasa
W E TEEG T e By e @ g g
e
[ e
"
b

i

Bﬂl‘lgIlCrouse-Hinds

Network Management

Honor 802.1p tags if present in frames?

Honor prioriy fields in the IP header?

If both, priority to 802.1p tag or IP header?

Which priority, if no 802.1p tag or IP header?
Urgent, Expedited, Normal or Background?

m -
How 802.1p tags are handled
in outgoing data:
— « Transparent' maintains any

tag that may have been
present in a frame when it
entered the switch.

+ ‘Edge’ removes tags from all
outgoing frames

« Network' adds a tag if there
is none

COOPER Crouse-Hinds Network Management

Prioritizing traffic by limiting the data rate for particular end devices
+ Broadcast and multicast rate limiting restricts messages to the
following rates based on priority:
+ Background — 10% of link capacity
+ Normal — 20% of link capacity
+ Expedited — 40% of link capacity
+ Urgent — 80% of link capacity
+ Controlling the flow of data with an unknown destination
+ Send/Do not send data to port if destination is unknown
+ Limit data rate for device, e.g. in case of malfunction, streaming device
(camera), etc

e

A =vianD

= port number
[ o

|y i |
o o
GOOPER Crouse-Hinds Network Management COOPER Crouse-Hinds Network Management
VLAN VLAN configuration for example implementation on previous page
Wbmmeen 50 = for port-based VLAN
e
— = 9 and 10 are required so that all VLANs can
communicate from switch 1 to switch 2
—
== - om £ - —
Tk - SR e —
) Dy i N A T B
a— — 1
—r i - i 1

[

32




COOPER Crouse-Hinds Network Management

D-Ex Instruments

CooPER Crouse-Hinds Network Management

VLAN

+ Group of devices located anywhere on a network communicate as if
they were on the same physical segment

+ VLANSs create logical segments without being restricted by physical

connections

Requires a managed switch to configure

Separates traffic to prevent wasting unwanted broadcast/multicast

packets

Devices within each VLAN can only communicate with devices on the
same VLAN

-

.

-

+ Different methods to create VLAN

+ Tag-based
¢+ Port-based
|
- . . . - .
COOPER Crouse-Hinds Switch diagnostics COOPER Crouse-Hinds Modbus Registers
+ RMON statistics are available in the text Ul, web interface and via
SNMP Link Status for Ports 1-16
. 10001 Link status of port 1 (1= link present, 0 = no link present)
Hardware alarm 10002 Link status of port 2
N f ..10016 Link status of port (register - 10000)
Péwer Tallure Redundant Ring Status for Rings 1-4
*+ Ring failure 10017 Ring 1: Ring is complete (1 = complete, 0 = broken)
R 10018 Ring 1: First port is passing data (1 = active, 0 = blocked)
Ports unplugged 10019 Ring 1: Second port is passing data (1 = active, 0 = blocked)
- i 10020 Ring 2: Ring is complete
Mod!:us Polling 10021 Ring 2: First port is passing data
 Link Status | — 10025 Ring . Ring s domplete
- : status over Modbu: -
* Real-Time Ring Status [erery 10024 Ring 3: First port is passing data
+ Switch Status it :gggg ;!ng cond port ils ‘passing data
[e— - ing 4: Ring is complete
! ' o= 10027 Ring 4: First port is passing data
The Modbus station number P—— 10028 Ring 4: Second port is passing data
that the switch will respond as. e T Switch Status
L] 10030 OK output (1 = on/no alarm, 0 = off/alarm)
The.maximum.numbenof acliveiCRy 10031 First power input active (1 = P1 on, 0 = P1 off)
connections that the Modbus server will maintain I 10032 Second power input active (1 = P2 on, 0 = P2 off)
|y o |
- _ - _ . .
COOPER Crouse-Hinds Example Modbus Status coorercouseines  MITL Industrial Ethernet Switches
From this poll we can see that: e !
5 |
+ Ports 1, 2, 6 & 7 are connected 2
R | e e e i
N . . T
+ Ring 1is complete, 1st port is x |
paSSIng data & znd pOI"( IS 9226-ETZ 9232-ETZ | 9226-ETZ8G 9232-ETZ6G
blocked (17,18,19) I
) ) i
+ Switch has an active alarm, pwr1 E |
connected & pwr2 disconnected 2
]
(30, 31, 32) =
9205/8/16-ETM 19210-ETM-3G-2F 9218-ETM-2G-2F 9208-ETMG-4F
b !
3 i
)
8 |
] |
]
£
£
=]
1
Fast Ethernet Gigabit Ethernet
| f— -
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coofercrousetines  Unmanaged Switches: Selection Guide

FAST ETHERNET

TOTAL

MODEL e, Mounting &

9205-ETX Unmanaged 5 5 P30 DINrail—Lexan  -10t060°C
9205-ETX-M/S  Unmanaged 5 4 1 P30 DINrail-Lexan  -10t060°C
9205-ET-4P “"'"f,’fé‘” * 5 5 P30 DINrail-Lexan  -401075°C
9205-ET Unmanaged 5 5 P30 DINrail-metal  -40t085°C
9205-ET-MIS Unmanaged 5 4 1 P30 DINrail-metal  -40t085°C
9208-ET Unmanaged 8 8 P30 DINrail-metal  -40t085°C
9208ET-3WS  Unmana * " = - e St ail-metal  -40t085°C
9209-ET-MIS Unmana ail-metal  -401085°C

COOPER Grouse-Hinds Managed Switches: Selection Guide

cose  Meweed o g PO ONlmen 40075
B P o mal <on75

910ETM3G2F  Managed 1 P30 DINral-metal 4010 75°C

9216-ETM Managed 1 IP30  DINrail-metal 4010 75°C

9218ETM2G2F  Managed 1 P30 DINrail-metal  -401075°C

|y Il |
COORER Crouse-Hinds Managed Rackmount Switches: Selection Guide C00BER Crouse-Hinds Managed Switches
JOPEL FASTETHERNET SICARITETHERNED + Support for fast redundant ring or mesh networks
jLCortey Gz + Redundant Ring or Rapid Spanning Tree Protocol (RSTP)
S6ETZRz Mg 2 2 ‘ poso fkl aooeser + Multiple Spanning Tree Protocol (MSTP) for grouping VLANs
+ Configurable network management
0232ETZxgzz  Managed 32 %2 4 P00 AT doweser + SNMPv1 and v2 network management
G206ETZ8Gxyzz Managed 26 18 @ 8 4 pas RS opeser + RMON and port mirroring for advanced diagnostics
Rack - . + Real-time data access and prioritization
9202ETZ6Gyzz  Managed 32 2 @) 6 4 PR0-50  RAET a08sct A .
i in brackets () are Gig Fiber po * VLAN for convenient traffic segregation
+ IGMP for Multicast filtering (snooping & querying)
¢+ Priority Queuing (QoS/CoS)
*  Security
¢ HTTPS, SSL, SSH, SNMPv3 and more
+ Broadcast and multicast storm protection
s |y i s |
- _ . o ) Industrial Connectivity : Ethernet
COOPER Crouse-Hinds Managed Switches COOPER Crouse-Hinds Switches Summary
* Easy configuration o + Our Ethernet switches offer a “best of both worlds” solution
! Via Web, Telnet or CLI (command line interface) + Delivers enterprise-class functionality in a rugged platform
* Easy integration with control systems . I
X . + Provides most advanced feature set of any switch in its class
+ Status of redundant ring, all ports and power feed provided . ) |
over Modbus TCP + Wide switch portfolio
+ Plug and play Ethernet IP and Video Surveillance + Designed to meet the harshest environmental conditions
¢ Active IGMP configured by default + Standards based for ease of use
*  Futureproof + Backed by MTL'’s 4 i i
rs experien leadin
¢+ Out of the box IP v6 support acked .y s 40 y?a S experience as a ead 9
process industry supplier
= [ o [y e




Princip a pouziti jiskrové bezpecnosti

Jaromir Uher, D-Ex Instruments, s. . 0.

o
COOPER Crouse-Hinds

COOPER Crouse-tinds Zakladni princip IS

Jiskrova bezpecnost

&

1. Omezené napéti
2. Omezeny proud

3. Omezena nahromadéna el.

energie
MTL
LADE T ]
i M
cobemcernss  Kategorie jiskrové bezpeénosti = —— Jiskrové bezpecny obvod
Ex ia Ex ib
Jiskrové bezpecné Jiskrové bezpeénée ObVOd, ktery Za pi‘edepsan'ych
se dvéma poruchami s jednou poruchou - - -
) i zkuSebnich podminek podle
Zony0,1a2 Zony1a?2 EN 60079-11 nevytvafi jiskry ani
tepelné ucinky, které by byly
Ex ic schopné zpusobit vzniceni
Novinka = _ Jiskrové bezpecne vybusné atmosfery.
- Za normalniho provozu
Zona 2
»Poruchou* se rozumi takova porucha, P
3 ktera ma vliv na jiskrovou bezpec¢nost Definice
L] m
Wnacrouse-Hinds Jiskrové bezpeén'e syst’emy cnnﬁnmouse-uinds Jiskrové bezpeéné rozhrani
Vybusneé prostfedi  Bezpecné prostiedi Vybusneé prostredi ] Bezpeéné prostiedi
_ E
== B
i
] F
e |
N i Displej K
o Certifik .
e f;{f:g;’ém = epr;;slt;‘j/iny @ - Prevodnik v SRLC:;C;
prostiedi T bﬁg‘;&gﬁ? ﬁ v
[ E
: -
[ ] # | R
11 3 o—
i Necertifikovany ml ﬁ
Pristroj i o Fistroj
ve vybusném [ iﬁgﬁ;ﬁne bé)zr;l)se:':(r):’e‘;n Q 2 /\|/
prostredi | prostfed Ventil N
I
111 -
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L
COOPER Crouse-Hinds

Posuzovani kompatibility IS obvodu

Prevodnik
Systém Rozhrani
EExia IIC T4 EExia IIC T4
[EEx ia] IIC
Ui <3ov Uo <28V
i <100 mA o <93mA
Pi < 1.3W Parametry kabelu Po <0.65W
G <20nF Co <0083
L <10pH Cc < 0.063 uF WE
Lc < 420mH Lo <4.2mH
LR <55
L/Rg <55 pH/Q LHIQ

COORER Crouse-Hnds Sériové spojeni — soucet napéti

o
COOPER Crouse-Hinds

Paralelni spojeni — soucet proudu

wessDetm TS
_ w1
L) , |
e o
|3 s =
| —G
S
———
Exin |
- ]
Twre——— | . |
| 1
2T e 1 |
| 1
P e
|
5

AT

COOPERGrouse-Hinds Seériové a paralelni spojeni

T il

-
i3 v iy P S

ot
COOPER Crouse-Hinds

Omezeni na bezpe¢né strané

Doporuceni:

Necertifikované zarizeni - “Jistény
transformator
s dve

vin
L
Power * “Vstupni
1| 250V rms napéti
i supply max max. 250V
N rms"
E

o
COOPER Crouse-Hinds

Pouziti vicezilovych kabelt

Obecné plati, Ze kabel musi mit izolacni schopnost 500V
mezi jadry a plastém a 1000V mezi svazky vodict

Typ A: Vodiveé stinéni pokryva alespori 60% povrchové plochy.
) Kazdy obvod ma samostatné stinéni.
S poruchou mezi obvody se neuvazuije.

TypB: Vodive stinéni pokryva méné nez 60% povrchové plochy.
Pokud v zadném obvodu neni vy$si napéti nez 60V,
pevné ulozeny kabel,
neuvazuje se s poruchou mezi obvody.

Ostatni: Musi se pocitat s moznosti vzniku poruch
a s jejimi nasledky. Az dva zkraty a Ctyfi preruseni.
Pokud je bezpecnostni koeficient vétsi nez 4,
neuvazuje se s poruchami
12 EN 60079-14
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COOPER Crouse-Hinds Instalace rozhrani

D-Ex Instruments

O Instalace rozhrani musi byt provedena podle platnych norem
(CSN EN 60079-14), podle projektové dokumentace
a podle doporuceni vyrobce.
Rozhrani se vétsinou umistuji do bezpecného prostiedi
v blizkosti hranic s nebezpeénym prostredim.
Musi mit zaru€eno kryti min. IP 20.

U pro montaz v nebezpeéném prostiedi musi byt pro rozhrani
a kabely pouzito dal$i ochrany:

«Zona 1 : Pevny zavér (Exd)
«Zona2:TypN

COOPER Crouse-Hinds Piepét'oveé ochrany v IS obvodech

o o . P
COOPER Crouse-Hinds Uzemnéni vodivého stinéni

ol
S EN 60079-14

- PR
COOPER Crouse-Hinds Jednoducha zafrizeni

» Co jsou jednoducha zafizeni?

— Pasivni prvky jako spinace, propojovaci skfiriky,
potenciometry a jednoduché polovodicovée
komponenty

— Zdroje naakumulované energie s dobre
definovanymi parametry

— Zdroje energie, ktera nepfesahne 1.5V, 0.1A or
25mwW

N5 L

COOPER Crouse-Hinds Jiskrové bezpeéna rozhrani

Mame dva typy rozhrani:

1. Zenerovy bariéry
Nazyvané také jednoduse bariéry nebo zenerky

2. Oddélovaci bariery
Nazyvané také IS oddélovace nebo galvanické
oddélovace

Mohou byt také soucasti jinych zafizeni.

COOPER Crouse-Hinds Funkce Zenerovych bariér

= Ucel: Ochrana IS zafizeni ve vybusném prostredi
= Typ: Rozdélovag energie

= Princip: Za normalnich okolnosti je zafizeni pasivni a
umoziiuje spravnou funkci IS pfistroje. V pfipadé
poruchy chrani pfistroj ve vybusném prostredi
svedenim nadmérného proudu a napéti na zem.
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- ..
CGOOPER Crouse-Hinds Funkce Zenerovy bariéry

COOPER rouse-Hinds Bariéra v piipadé poruchy

Maximalni
vystupni napéti m L
nemuze Qdporemezulcy ggjr:ztrl:i/ﬁrgiizlfl fed pretizenim
presahnout V, proud Bl
R

FUSE

Pristroj 2

(Vybusne pr({sﬁedf ) Zenerova dioda v V. Systém
z input | (Bezpeéné
prostredi)

Maximalni v
ystupni proud
nemuze

presahnout
Vz/Relr O

O

Vybusné p i B &né p di =
Pojista _System
—1o—¢ pFistroj
v
z
- \ -
PFevodnik x1
Sbérnice
bariéry

_ Uzemilovac
Jzolovanée systén)
nitfni
soudastky

Jednoducha Zenerova bariéra

o
COOPER Crouse-Hinds

COOPER Crouse-Hinds Zenerova bariéra

[0 Bezpetnost musi byt zajisténa i pfi poruse soucastek.

O Posouzeni rizika poruchy soucastek:

Soucastka: Zplsob poruchy Bezpeéné?
Rozpojeni: Zkrat:

Pojistka Ano Nepravdépodobné  |/ANO

Odpor Ano Neuvazuje se ANO

Dioda Ano ANO

Dioda Ano NE**

** ANO: protoze pfi ztrojeni mohou dvé soucastky selhat

Pojistka musi byt schopna prerusit
U ax (Obvykle 250V,).

Moznost pouziti dvou diod pro ja“
v pfipadé dodatec¢ného testovani.

Pojistka

proudem 4000A.

Py Py
i— Ny L Nejhorsi pfipad poruchy

vz zdroje
250V RMS se zkratovym

Spojeni s uzemriovaci
soustavou. (IS zem)

Bariéry musi byt zalité nebo pojistka
chranéna proti vyméné.

cooercrousesines  BEZPEENOStNi a provozni charakteristiky

Funkce IS oddélovacu

(- .
COOPER Crouse-Hinds

“Bezpecnostni popis”:

Nejvyssi napéti = V,: 28V
Nejnizsi odpor zdroje R: 300Q VETSInez V,
Nejvétsi zkratovy proud = V,/R: 93mA

Podeélny odpor

Pro 28V, 300L2 barrieru V
out

Provozni charakteristiky:
Podélny odpor: 340Q

Vyk: Vstupni napéti pfi svodovém proudu -
=< 10pA: 255V ’\Kﬁzy,\z‘g/[‘”nf,z

Vyax : Nejvyssi trvalé napéti bez preruseni
pojistky: 26.6V

- Ugel: Ochrana IS zafizeni ve vybusném prostredi
- Typ: Trvalé galvanické oddéleni

+ Princip: Za normalnich okolnosti umozriuje zafizeni
spravnou funkci IS pfistroje. V pfipadé poruchy chrani
pfistroj ve vybuSném prostfedi blokovanim nadmérného
proudu a napéti pred proniknutim do vybu$ného
prostredi.
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COOPER Crouse-Hinds

Funkce oddélovace

Certifikované
soucéstky
Omezeni energie
—dH:H
2 | [ [ ybuinino BPzpecna [ [
o prostfedi

Bezpecné oddéleni

ransformator

Napéjeni

Oddélavac v pfipadé poruchy

[ )
COOPER Crouse-Hinds

Bezpeéné prostiedi &

Pojistka | System
= pfistroji
l“ M | ¢
Prevodnik X1 Oddéleni
! L

Vybusné prostredi

E
Uzemiiovagi L
lzolované system ——
nitfni
soucastky

- )
COOPER Crouse-Hinds

Srovnani bariér a oddélovacu

o
COOPER Crouse-Hinds

BARIERY ODDELOVACE
Jednoduché Slozit&jsi, (nizsi MTBF)
Univerzalni Specifické podle aplikace

+ Napajené smyckou « Napajené, vy§si spotieba

Uzky rozsah napéti
Nizsi napéti pro vybusné prostiedi -«

Nezbytné bezpec¢né uzemnéni
Vazba na referencni OV systému

IS pristroje musi byt izolované od
zemé

Vysoka presnost a linearita
+ Dobry pfenos vysokych frekvenci  *
Nizsi cena

Siroky rozsah napajeni

Vy$si napéti pro IS obvody i pro
bezpecné prostredi

Neni potfeba bezpecné uzemnéni
Oddéleni jednotlivych signalt

IS pfistroje mohou byt uzemnéné
Nizsi pfesnost a linearita

Omezeny prenos vyssich frekvenci
Vyssi cena

FOUNDATION™ Fieldbus H1
Profibus PA

Fyzicka vrstva
podie IEC 61158

28

L
COOPER Crouse-Hinds

Klasické pripojeni pristrojt

4-20 mA

4-20mA

29

Multizilovy kabel

CO0PER Crouse-Hinds Jednoducha sbérnicova topologie

010011001011001

Jeden IS oddélova¢

\
\

Krouceny kabelovy par

0101011001

[ -8
L;_ 010011001011001

-

30
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o
COOPER Crouse-Hinds

Hlavni rysy primyslovych sbérnic

- Pomoci jednoho paru vodiéii se pirenasi
vsechna prislusna data.

- Vstupni & vystupni data
- Systemoveé parametry
- Diagnostické Udaje

+ Energie potiebna pro ¢innost pristroje

o o S o
COOPER Crouse-Hinds Sbérnice v normalnim prostredi

m Ridici system

N

Napajeé¢
Velin

Pole

32

o
COOPER Crouse-Hinds

Soucasti primyslové sbérnice

Propojky <1m

i Segment

|

Hiavni vétev
Terminator

Terminator

coopercrouse-HinidONVeNEni pristup k navrhu IS sbérnice

\ RLC Provozni
zafizeni / pristroj
P, U, I, P, U, |
Co L, is L
Postup

Provéfit bezp. parametry vSech pfistroju
Vzajemné porovnat :
U, Ui, Iock, Py P; ......pro kazdy pristroj
Zhodnoceni kapacity a indukénosti
Ci+ Ceape =<Co»

Li+ Loape =<Lo

o
COOPER Crouse-Hinds

Fieldbus Intrinsically Safe COncept

+ Jednoduchy navod na sestaveni jiskrové
bezpecné sbérnice
« Pocet provoznich pristroji zapojenych na jeden
segment sbérnice Profibus PA nebo Fieldbus
Foundation H1 je dan jenom energetickou
charakteristikou zdroje.

- Segment muze byt rozsifen o dalsi pristroje bez

nového vypoctu, pokud vyhovuji modelu FISCO.
- PFistroje od ruznych dodavateli mohou byt

vyménény bez nutnosti prepocitani.

« Neni potieba systémovy certifikat

35

o
COOPER Crouse-Hinds

Fieldbus Intrinsically Safe COncept

« Kabely musi splfovat nasledujici parametry:

+ Odpor smy¢ky musi byt v rozsahu 15 — 150 ohm/km
+ Indukénost smycky musi byt v rozsahu 0,4 — 1ImH/km
+ Kapacita smycky musi byt v rozsahu 80 az 200nF/km

- Maximalni délka odbocek je 30m

+ Maximalni délka hlavni vétve je 1km pro IIC nebo 5km
pro IIB skupinu plynt.

« Typicky kabel pro sbérnice:
- 50ohm/km, 0.8mH/km, 120nF/km




o
COOPER Crouse-Hinds

Vyhody FISCO

D-Ex Instruments

37

Projektovani jiskrové bezpecné sbérnice je
stejné jednoduché jako pro normalni prostredi:

— Napéti napajeciho zdroje

— Proud spotiebovany pristrojem
— Ohmuv zakon — odpor kabel

— Musi zustat >9V pro pfistroj

o
COOPER Crouse-Hinds

Fieldbus Non-Incendive COncept

+ Specialné navrzeno pro zonu 2
» Podobny princip jako u FISCO
+ Snizeny bezpeénostni faktor umoziiuje
pripojeni vétsiho poctu pristroju
« Hlavni vétev a odbo¢ky jsou nezapalné — Ex nL
- Neni potieba systéemovy certifikat

38
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COOPER Crouse-Hinds

Zapojitelny pocet pristroju

[} 5553333383853335%
[ = |

FNICO, IIB Gas Groups

Predpoklad 20mA na pristroj

- o R -
COOPER Crouse-Hinds Sbérnice ve vybusném prostredi

Ridici system

t5H

% Piistroje Foundation Fieldbus  ¥Y/PUSN& prostredi

- .
©OOPER Crouse-Hinds

Metody ochrany pod napétim:

High Energy Energy
Trunk Limited
Trunk
Features No limit on number Limit number of
of devices devices
Redundant power Simplex power
Limitations on live Live work trunk and
working spurs
Zone 2/Division 2 Non-incendive spurs FNICO
Zone 1 Fieldbus barrier
Zone 22/21 Fieldbus barrier FISCO
Division 1 Fieldbus barrier*
= P
G &/ N
% L5 % R
P '\ <7 e S j

Nejiskfici kmen, nezapalné odbocky

o
COOPER Crouse-Hinds

High Energy Ex nA trunk —~~

E

Odboéky Ex nL

I .
Ex nL nebo IS pfistroje
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o
COOPER Crouse-Hinds

Fieldbusova bariéra

43

FISCO nebo entity fieldbus devices

o
COOPER Crouse-Hinds

FNICO instalace
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FISCO a ‘Entity devices’

]
E ¢

%

=

- L

Live-workable Ex i trunk—C>
rm——— Pole

o Entity spur

‘ I :‘ "' connector

= -

e - Entity certified
;oS
) il

ot
COOPER Crouse-Hinds

Metody ochrany: bez vyskytu plynu

Features

High Energy
Trunk

No limit on number
of devices
Redundant power
No live working

Tk *b,,
i

!
‘w& i)

Zone 2/Division 2

Non-arcing trunk and

spurs
Zone 1 EEx me Megablock
Or
EEx d enclosure
Division 1 Explosionproof

enclosure
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Philip Nunn
Product Line Manager - Industrial Networks

P
COOPER Crouse-Hinds

Bezdratové

Philip Nunn, MTL Instruments

mngn Crouse-Hinds

MTL — Wireless

COOPER Crouse-Hinds Topics CO0PER Crouse-Hinds Overview

. . » Market for wireless is (still) growing
> Overview

» Technologies

» Wireless Systems

~ General market and applications
— |EEE Standards
~ Regulations on systems

— Sensor Networks
— WLANs

— GPRS/GSM

~ Proprietary

— Important factors
— Hazardous areas
~ Instrumentation
— Distances

— Number of applications increasing

» Large investments in technology
— Smart Grid
— 3G and 4G networks
— 802.11 infrastructure
— Wireless sensors

» Multiple industries involved
— Trend towards everything networked
— Asset / personnel tracking
- RFID

COOPER Grouse-Hinds Overview

WWAN (Wide area network)
- Global coverage
- Typically internet based
WWAN - GPRS/3G/4G
(Satellite / internet) - Satellite

WMAN (Metropolitan area network)
- 30km coverage
- WiMax (802.16) new technology
(802.16, GPRS/GSM, LTE) _ GPRS / GSM
WLAN (Local area network)
- 50m - 1km coverage per access
point
- 802.11a/b/g/n
- 2- 300Mbit speeds
WPAN (Personal area network)
- 10 — 300m coverage per point

Distance - Low power sensors, bluetooth

- Kbit up to Mbit speeds

Gﬂﬂgli Crouse-Hinds

Overview

> Local regulation
D i — Frequencies
L dit Maste les "4
ﬂ, | = Power levels
i o [ " Powerle
- Third level i AI_’Pllcatlons_
- Fourth » Radio Compliance

* Fi — Technical standards
— E.g. FCC/ ETSI EN

I > Standards
— Enable multi-vendor
- — Not necessary in all
cases
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Technologies

"'Wireless Sensor Networks
"' Wireless local area networks
A Cellular networking

" Proprietary networks

Wireless Sensor Networks

- .
COOPER Crouse-Hinds

» Commonly based on IEEE 802.15.4
i)
) A0l _

Wirskessn | um

> Requires meshing to be of use
» Requires gateway to manage
> Most operate on 2.4GHz ISM bands

- Low power = Short range (30m) in plant
environment

T B o e st e S e
e m

coobencruserin: WSN: Batteries and Harvesting

> Wireless sensors typically have batteries
— Life quoted as 5 — 10 years for 1s updates

> Battery life varies with number of messages
— High number of children means lower life

Center of Mesh has shortened battery
life because it needs to repeat more
data

» Energy Harvesting another power source
» Temperature gradient
» Vibration, piezo i |

WSN - How to deploy

conﬁn Crouse-Hinds

> Gateway located in best possible radio location

> Install wireless sensor network as normal sensor

» Put repeaters in no coverage areas

> Nodes can take several minutes to join for WiHART
L~ -

' T b

4

b 4

_— ¥
» Instrumentation data available from gateway

» Full set of Protocol commands
» PV can also be available as MODBUS registers m

Wireless LANs

e
COOPER Crouse-Hinds

» Commonly based on 802.11a/b/g/n
— Ak.a wifi

» Useful for ‘high bandwidth’ up to medium range
— Range depends on region, 30m — 1km in EU
— Further in the U.S
— Bandwidth between 2Mbps and 108Mbps
— Average achieved is approximately 10Mbps
— Bandwidth is shared between clients
— Bandwidth can change with signal strength
— WPA2 / AES 128 bit is current encryption

coofencrueincs Wireless LANs — How to deploy

» Different network topologies
— Point to multipoint, mesh repeater, AP to AP
— Router or transparent bridge

Plant Network

Network uses IP
addressing!

g —
Access point L —
A - I
ccess point Access point
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» 2.4GHz and 5GHz bands of operation
— Same as many devices, WSN is example

mngn Crouse-Hinds

Wireless Systems

> Important consideration factors
> Supports mobile operator on plant > Instrumentation
> Wireless in hazardous areas
. X » Long range telemetry
» Many end devices support 802.11b/g
»802.11n is latest 802.11 technology
— Higher data rates achievable
—MIMO technology
m m
coofercauserinss  [Mportant system parameters COOPER Couse-Hince Instrumentation
Signal Strength, Sensitivity > Interfaces
\ — 1/0 (4-20mA, voltage, digital, pulsed)
Fault — Ethernet, Serial, integrated wireless
Tolerant Encryption > Update times
— Expect >=1 second
— Very small systems can be faster
— Longer updates for repeater systems
nterfs » Critical control not recommended (yet)
Bandwidth Rellable g o‘:xfs':?‘iz — RF path, traffic and interference under tight control
\ — Link redundancy and failsafe available
Protocol timing requirements
i | i |
co0PER Crouse-tince Instrumentation COOPER Crouse-incs Instrumentation
» Multiple Instruments per transceiver > Simple cable replacement options
> Repeater mesh functionality )
Analog / Digital 1 y Analog / Digital
(INPUTS) | ' (OUTPUTS)
[ |

T
2 9
Iﬁ'ﬁ;ill: T ||/ E.g. MODBUS TCP

b v ey wiietsn 1

Serial / Ethernet |'. |'. Serial / Ethernet
8 8
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Hazardous area

> |IEC60079-0 specifies limits for RF energy
— Maximum 2 Watts radio power, gas group IIC
— 9kHz — 60GHz

> Ex d (flameproof enclosure approach)
— Can require increased safety or Ex d antennas
— Can require RF Isolators
— Zone 1 typical installation
— Supports variety of equipment
— Live workable issues

[
COOPER Crouse-Hinds

Hazardous area — Ex d

- )
COOPER Crouse-Hinds

Hazardous area — Ex i

» Ex i (intrinsic safety approach)
— Usually most cost effective
— Lower physical mass
— Smaller solution than Ex d
— Ex ib, ic covers Zone 1 and 2

> Ex nA (non sparking apparatus)
— Up to Zone 2
— Not live workable
— Commonly supported

[t
COOPER Crouse-Hinds

Long range Telemetry

> Remote monitoring / control
—Long range
— Link check / site survey recommended

> Supports common interfaces
— Ethernet, I/O, Serial

»Radio bandwidth limit
— Careful system design
— Traffic limiting

mm mm
COOPER Crouse-tinds Max distance gu ideline COOPER Grouse-Hinds The End
e High radio power 50 km Line of Sight
VHF, UHF Narrow channel
Low data rate
Microwave Wide channel
High data rate
License-free / ISM B .
Industrial Scientiic Medical Q ue Stl ons 2
Low radio power Direct path In industrial plant
2.4GHz, 100mW 1-300 Mb/s 1km 10-50 Mb/s 50 m
900 MHz* 1W 100kb —10Mbit 10 km 100 Kb/s 500 m
472 MHz * 100mW 10 Kb/s 5 km 10Kb/s 300 m
869MHz* 500mW <=76 Kb/s 5 km 10Kb/s 250 m
*: not license-free in some countries; Values can vary with installation. No interference assumed
m mm
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Novinky a zkuSenosti z oblasti zafizeni pro prostory s nebezpecim vybuchu

Ing. Pohludka Jan, FYZIKALNE TECHNICKY ZKUSEBNI USTAV, statni podnik, Ostrava — Radvanice

Zmény v normach pro nevybusna zarizeni

Vroce 2011 vyslanova CSN EN 1127-1. Zasadni zménou, kterd ovlivni pfedeviim praxi v zafazovani prostorti s nebezpecim
vybuchu do z6n je pfiloha B této normy, ktera zavadi dvé kategorie zafizeni podle provedeni spoji. Vzniku nebezpecné
vybusné atmosféry mimo zafizeni mize byt zabranéno nebo vznik omezen pomoci tésnosti zafizenf.

Rozlisuje se mezi:

+ zafizenim, které je trvale technicky tésné; a
+ zafizenim technicky tésnym, ze kterého béhem provozu mohou unikat hotlavé latky.

Zarizeni, které je trvale technicky tésné

a) U zafizenti, které je trvale technicky té€sné, se neocekavaji zadné tniky.

b) Zafizeni se povazuje za trvale technicky tésné, pokud:

1) je konstruovano tak, Ze zistane technicky tésné v disledku své konstrukce; nebo
2) jeho technicka tésnost je trvale zajisténa pomoci tdrzby a dohledu;

c) Zafizeni s trvale technicky tésnou konstrukci nezpisobuje vznik zadnych nebezpecnych prostorl ve svém okoli,
pokud je uzavfeno;

d) Piiklady zafizenf, ktera jsou trvale technicky tésnd jsou:

1) svafovand zafizenis:

+ odpojitelnymi ¢astmi, pokud se vyzaduje, aby odpojitelné ¢asti byly odpojovany pouze vyjimecné
z provoznich divodd, a jsou navrzeny jako déle popsané odpojitelné potrubni spojeni
(vyjimka: kovova utésnéna spojeni);

+ odpojitelné spojeni potrubi, armatur nebo koncovek (zaslepek) pokud se vyzaduje, aby odpojitelna spojent
byla odpojovédna pouze vyjimecné z provoznich diivod(, a jsou navrzena jako déle popsané odpojitelné
potrubni spojent;

2) priichody htideli ptes dvojité hiidelové tésnénf (tésnici krouzky) (napt. cerpadla, michadla) (2 x Gufero);
3) hermeticky zapouzdfena motorova cerpadla;
4) bezucpavkova cerpadla s magnetickou spojkou;
5) armatury, kde je utésnéni priichodu hfidele provedeno pomoci vinovcl nebo bezpecénostnimi ucpdvkami,
pifrubovymi ucpavkami se samocinnym nastavovanim (dotésnovanim);
6) bezucpavkové armatury s permanentnim magnetickym pohonem;
e) Priklady potrubnich spojent, které jsou trvale technicky tésné:
1) nerozebiratelné spojeni, napf. svafované;
2) odpojitelné spojenti, které se béhem provozu rozpojuji pouze vyjimec¢né, napf.

+ piirubové tésnénf s navarkem;

« pfirubové spojeni péro - drazka;

+ pfiruby s vykruzkem a ndkruzkem;

+ piiruby s kuzelovym krkem a kuzelovym tésnénim (V-spojeni);

+ pfiruby s hladkou tésnici listou a zvlastnim tésnénim, mékka tésnéni do PN 25 bar (napf. bezazbestové
tésnici desky - KlingerSil, Reinz AFM...), kovové vlozkové tésnéni nebo pokovend tésnéni, v piipadé ze se
pouzivaji DIN pfiruby, a ovéfeni vypoctem dava dostatecnou bezpecnost z hlediska pevnosti na mezi kluzu;

+ kovem tésnéna spojent, s vyjimkou kuzelovych spojenf s feznym prstencem, v potrubnich trasach
presahujicich DN 32 (HAM-LET, Knomi, Schwer, Swagelok).

f) Za predpokladu, Ze jsou pouze vyjimecné rozebirany, se za trvale technicky tésné spoje pro armatury povazuji
napriklad:

1) vySe uvedené spojeni pro potrubi;
2) NPT zavity (americké kuzelové zavity pro trubky) nebo jiné kuzelové zavity pro trubky s tésnénim v zavitech
do DN 50, pokud nejsou vystaveny cyklickému tepelnému namahani (D, > 100 °C);

g) Navic, k cisté konstrukénim opatfenim mohou rovnéz technicka opatfeni v kombinaci s organiza¢nimi opatfenimi
vést k trvale technicky tésnému zafizeni. Zajisténi sprdvného monitorovanf a tdrzby se tykd predevsim:

1) tésnénf a plochych tésnénf vystavenych dynamickému namdhani, napf. ucpavky hiideli cerpadel;
2) tésnéni a plochych tésnéni vystavenych tepelnému namdhani na ¢astech technologie;

h) Rozsah a cetnost monitorovani a Gdrzby zavisi na konkrétnim typu spojent, konstrukci, provoznim rezimu a stupni
vystaveni a rovnéz na individualnim stavu a vlastnostech materialu. Maji zajistovat trvale technickou tésnost. Musi
byt vénovana pozornost rozsahu a ¢etnosti monitorovani a Gdrzby pro zajisténi stanovené trvalé technické tésnosti,
z hlediska vyrobce ma byt uveden odkaz v navodech pro pouziti nebo v dokumentaci, na kterou se navod odvolava.

i) Pro monitorovani je dostate¢né jedno z dale uvedenych opatfent:

1)vizualni prohlidka zafizeni a kontrola, napt. zndmky tecenf, tvorba ledu, pach a hluk v disledku Gniku;
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2) kontrola zafizeni pomoci pfenosnych indikdtord Gnik(i nebo pfenosnych detektorl plynd;
3) trvalé a periodické monitorovani atmosféry pomoci automatickych, trvale instalovanych méficich zafizeni
s vystraznou funkcf.

POZNAMKA Rozsah a ¢etnost monitorovani na tésnost miize byt omezena vhodnou preventivni Gdrzbou.

Technicky tésna zafizeni

a) U technicky tésnych zafizenf se ocekdvaji obcasné dniky.

b) Zatizeni se povazuji za technicky tésnd, pokud jakakoliv zkouska tésnosti nebo monitorovdni/kontroly tésnosti
vhodné pro danou aplikaci, napf. pouziti latek vytvarejicich pénu nebo detektord tniku nebo indikatorl, neprokazi
jakykoliv jasny Gnik.

c) Priklady technicky tésnych zafizeni jsou:

1) priruby s hladkou tésnici listou a bez jakychkoliv zvlastnich pozadavki na konstrukci tésnént;

2) spojeni pomoci kuzelovych spojenfi's Feznym prstencem, v potrubnich trasach pfesahujicich DN 32;
3) cerpadla, jejichz tésnost zavisi pouze na jednoduchém axialnim tésnicim krouzku;

4) rozebiratelnd spojenti, ktera se rozebiraji nikoliv pouze vyjimecné.

Nova vydani norem

Do konce letoniho roku vyjde novda CSN EN 60079-0, kterd obsahuje nové pozadavky a zkousky - predeviim pro
elektrické motory - ty se obvykle méfi pfi jmenovitém napéti s odchylkou +5 % nebo +10 % podle pfani vyrobce motord
- je pak na uzivateli, aby zajistil tyto podminky. Nové, pokud bude motor uréen pro napajeni z frekvenéniho ménice, bez
ohledu na typ ochrany, norma pozaduje, aby to bylo uvedeno v dokumentaci a oteplovaci zkousky musi byt provedeny
s doporu¢enym méni¢em nebo z obecnym frekvencnim ménicem se specifikovanou charakteristikou. Je-li pro dosazenf
nizsi tepelné tiidy (vypinani motoru pfi dosazenf urcité teploty ve vinuti), vyuzito tepelné ochrany, musi byt tato skutecnost
uvedena v navodu k pouziti, vyznacena na Stitku a motor se nesmi pouzivat bez zapojené ochrany ve vinuti!

Evropa navic do IEC normy zpfisnila pozadavky na chladici ventilatory pro elektrické motory - nové se bude vyzadovat
splnéni viech pozadavkil CSN EN 14986, co? jsou pozadavky na vétraci/odsédvaci ventilatory pro prostory s nebezpecim
vybuchu. Tyto pozadavky, hlavné pro vétsi motory budou patrné vyzadovat novou konstrukci motoru.

Byly trochu zmirnény pozadavky na statickou elektfinu u elektrickych zafizeni se zavéry z plastd, které jsou urceny pro
pevnou instalaci - pevna instalace (na zed, na kovovou konstrukci, skoro vzdy omezi moznost tvorby statickych naboju.

Do cervence vyjde nova CSN EN 60079-11 - tato norma uz bude taky spliiovat novou filosofii - zahrnovat pozadavky
jak na elektricka zafizeni pro hotlavé plyny a pary, tak i pro hoflavé prachy - doslo ke slouc¢eni z CSN EN 61241-11,
do normy byly navic zapracovany i pozadavky na FISCO sbérnicové jiskrové bezpecné systémy, byly vyjasnény pozadavky
pro pfislusenstvi, pfipojené na jiskrové bezpecné zafizeni, jako jsou nabijecky a datové terminaly, byly doplnény nové
pozadavky na zkousky optickych oddélovact (optoclanky), a byla doplnéna Gplné nova priloha H se zkouskami zapalnosti
polovodic¢li pouzitych pro omezeni vykonu dodavaného do obvodu.

Dalsi revize norem se pfipravuji a napfiklad u zajisténého provedeni se pocita se zavedeni dvou drovni zafizeni ,eb”
a ,ec”, tj zafizeni pro z6nu 1 a zénu 2 a v navrhu je povoleno i pouziti amerického systému spojovani - zkroucenfi vodicl
a vlozeni do specidlni ,Cepicky”, ktera by méla zajistit stalé spojent.

V loiiském roce vysla dlouho ohladovand CSN EN 50495 Bezpecnostni zafizeni nutné pro bezpec¢nou funkci zafizenf
z hlediska ochrany proti vybuchu. Elektricka zafizenf, ktera jsou urena pro pouZiti ve vybusnych atmosférach mohou
byt zavisla na spravné funkci bezpecnostnich zafizenf, ktera napriklad udrzuji stanovené vlastnosti zafizeni v dovolenych
mezich. Prikladem takovychto bezpecnostnich zafizeni jsou ochrany motorl (pro omezeni otepleni béhem zabrzdéného
stavu) a fidici zafizeni pro ochranu zavérem s vnitinim pretlakem.

Pomoci zafizeni pro fizeni nebo monitorovani Ize vyloucit zdroje vzniceni. Proto maji tato zafizeni spoustét odpovidajici
prostfedky s odpovidajici reakéni dobou, naptiklad spusténi vystrazné signalizace nebo automatického odstavent.

Pouziti bezpecnostnich zafizeni, ktera spliuji tuto normu umoznuje vytvofit systémy, které splnuji pozadavky pro
kategorie zafizent.

Bezpecnostni zafizeni Ize rozdélit na dva typy:

a) zafizeni, které je zabudovano jako soucdst hlidaného zafizeni. Tato kombinace se povazuje za zafizeni.
PRIKLADY:
- tepelny spinac¢ nebo termistor pro vyloucenf prehrati;
- zafizeni pro monitorovani teploty pro hlidani povrchové teploty.

b) zafizeni, kterd jsou instalovana oddélené od hlidaného zafizeni a povazuji se za ndvazna zafizeni vylu¢né pro urcity
typ ochrany nebo urcité hlidané zafizeni. Takto kombinované zafizeni se povazuje za systém.
PRIKLADY:
- vnéjsi fidici zafizeni nebo bezpecnostni ¢ast fidictho systému pro typ ochrany zavér s vnitinim pretlakem;
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- ochrana proti pretizeni pro elektrické motory s typem ochrany Ex e - zajisténé provedent;
- hlidaci zafizeni pro nabijecky baterii (ochrana proti prebiti nebo hlubokému vybiti);
- hladinomér pro hlidani ponornych cerpadel.
Jaky ma tato norma prakticky vyznam pro revizni techniky? Asi se jiz vsichni setkali s pouzitim ochran cerpadel proti
béhu na sucho (je jich celd fada, napt. EL-FI). U novych aplikaci by tyto ochrany mély mit posouzenou ,uGroven integrity
bezpecnosti” a ta by méla splinovat pozadavky na SILT nebo SIL2.

Revize nevybusnych zafizeni

Vétsina reviznich zprav o revizi nevybusnych zafizeni je pro uzivatele vétsinou nepouzitelnd a nedava zaruky bezpecnosti
kontrolovanych zafizeni. Revizni zpravy vétsinou obsahuji pouze kontrolni listy pro jednotlivé typy ochrany s oznacenymi
polozkami (vétsinou vSemi), které byly (mély byt) pfi revizi provedeny. Z revize se vsak uzivatel vétsinou nedozvi, ktera
zafizeni byla opravdu kontrolovana (chybi seznam nebo odkaz napf. na dokument o ochrané proti vybuchu, kde by
takovyto seznam mél byt aktualizovany kazdy rok) a uz viibec neni uvedeno, na jakych zafizenich byly provadéna detailnf
kontrola (napt. u pevného zavéru byl otevien zavér a provedena kontrola spdr). Pro tato zafizeni by mél existovat zaznam,
co vse bylo zkontrolovano a vysledky kontroly. Na zakladé vybérové kontroly a zbézné kontroly by mély byt u jednotlivych
typl zavérl uvedeny alespon tyto Gdaje:
Pevny zavér:

* chybéjici uchycovacisrouby ve vikach, chybéjici zaslepky v neosazenych vyvodkach (pfedevsim u prichozich svitidel).

+ poskozené zaverové plochy predevsim u vyvodek, hiideli a tahel

+ chybéjici tésnici krouzky, neodpovidajici tésnici krouzky, pouziti vymotdvaci pdsky misto tésnicich krouzkl
v kabelovych vyvodkach

+ pouziti vyvodek pro trubkové vedeni bez odpovidajicich pfechod na kabel, nezaliti koncovych krabic oddélujicich
trubkové vedeni od zavéru

+ poskozeni priihled( a kryt( svitidel a jakékoliv mechanické poskozeni zavéru

Zjisténé provedeni:

+ pouZiti Spatné tepelné ochrany u motoru - pro revizi je nutnd vypinaci charakteristika ochrany a kontrola, zda
ochrana je schopna vypnout motor pred uplynutim oteplovaci doby te, kterd je uvedena na stitku motoru (revizni
zprdva by méla obsahovat u kazdého motoru minimdlné pouzity typ ochrany a zavér kontroly);

+ pouZziti motoru s napajenim z frekvencniho ménice, i kdyz motor nebyl pro pouziti s ménicem zkousen (pro sestavu
motor - frekvencni méni¢ musi existovat samostatny certifikdt)

+ nedodrzeni osazenfi spojovacich krabic maximalnim poctem svorek, popf. prekroceni ztratového vykonu pro dany
typ krabice

*+ Spatné provedené opravy u motoru (pfevijeni) a u vnitfnich spoj

+ pouziti ,ispornych Zdrovek” ve svitidle se zajisténym provedenim, nebo zarovek s vétsim vykonem, nez je povoleny
pro svitidlo;

*+ pouziti nespravnych svorek

+ pouziti nespravnych vyvodek a tésnicich krouzkd, pouziti vymotavacich pdsek misto krouzki

+ pfi revizi by mél byt kazdy zavér v zajisténém provedeni otevien a provedena vizudlni kontrola, zda nejsou
doinstalovany dodatecné pfistroje v normdlnim provedent (svorky, jiskrové bezpecna navaznd zafizeni, apod.)

Zavér s vnitfnim pretlakem:

zména zdroje ochranného plynu o mensim vykonu

+ vyrazenf hlidani pfredepsaného pretlaku

+ vyrazeni Casového blokovani spusténi pfed provétranim zavéru

Jiskrové bezpecna zarizent:

* nesprdvné navrzenf jiskrové bezpecného systému - musi existovat dokument od projektanta, ve kterém jsou
zakresleny pro kazdy jednotlivy obvod vsechny jiskrové bezpecnd zafizeni a jednoduchd zafizeni a kabelova vedeni
s uvedent jejich vstupnich/vystupnich jiskrové bezpecnych parametrl a posouzenim celého obvodu z hlediska
jiskrové bezpecnosti (Ize zpracovat i ve formé tabulky). Pokud tento dokument neexistuje, mél by na to reviznf
technik upozornit a uvést tento fakt v revizni zprave, nebo provést hodnocenf jiskrové bezpecnych obvodd, jako
soucast revize

* nedodrzeni oddélenf jiskrové bezpecnych obvodi od ostatnich obvodu

* nespravné vedeni jiskrové bezpecnych obvodi spolecné s ostatnimi obvody nebo jinymi jiskrové bezpecnymi obvody

* neodborné opravy prvki, na kterych zavisf jiskrova bezpecnost

+ nedodrzeni pozadovaného uzemnéni ochrannych bariér
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Bezpecné obvody v prostorech s nebezpeé¢im vybuchu

Pro vybér zafizeni v prostorech s nebezpecim vybuchu plati CSN EN 60079-14 a po zavedeni kategorif jiz vétsiné
uzivateld nedéla problém vybér spravného nevybusného zafizeni. U obvodi jsou viak stéle jesté dosti velké nejasnosti.
K prvnim problémdm patfi instalace zafizeni na technologickych celcich. K dispozici je fada pfistroji v rizném provedeni,
které se samoziejmé lisi i cenou. Pro zénu 0 ma tak uzivatel nékolik moznosti:

1) Zvolit jiskrové bezpecny pfistroj - v tomto pfipadé je nutno zvolit i odpovidajici napdje¢ a zpracovat dokumentaci
jiskrové bezpecného obvodu podle CSN EN 60079-25 - zde poFdad jesté existuji velké rezervy a mnoho projektant
jesté nepochopilo principy navrhovani JB obvodd a dokumentaci neposkytuje - v kazdém ptipadé vsak uzivatel
toto posouzeni potfebuje, aby prokdzal podle Nafizeni vlady ¢. 406/2004 Sb., bezpecnost provozu

2) Zvolit zafizeni (bez vnitfnich spinacl) v jiném provedeni, umisténé v tésné jimce (1 az 3 mm tlusta sténa). Toto
feseni dovoluje CSN EN 60079-26 a uZivatel se mtize rozhodnout, zda tuto sestavu koupi od vyrobce - v tomto
pfipadé je piistroj certifikovan jako zafizeni kategorie 1/2G, nebo si miize koupit pfistroj bez jimky (ktery je
certifikovan jako zatizenf kategorie 2G) a pouzit jimku podle vyse uvedené normy, do které pfistroj nainstaluje.
Za splnéni pozadavki na jimku je v tomto okamziku odpovédny uzivatel. Jimka samotna nemusi byt certifikovana,
vytvaii v podstaté prepdazku, kterd uvniti jimky snizuje zatazeni na zénu 1.

3) Dalsi moznosti u nékterych pfistrojd je pouzit normalni piistroj, ktery lze klasifikovat jako jednoduché zafizenf
a zapojit ho do jiskrové bezpecného obvodu (napdjet pfistroj s jiskrové bezpecného prevodniku). Pfi vyuziti tohoto
Feseni viak uzivatel musi zpracovat dokumentaci jiskrové bezpecného obvodu (viz CSN EN 60079-25), ve které
posoudi jednoduché zafizeni propojovaci kabely a napdje¢ z hlediska zachovani jiskrové bezpecnosti. Vzhledem
k tomu, Ze toto posouzeni vyZzaduje zakladni znalosti jiskrové bezpecnosti doporucuje se tuto variantu pouZzit
pouze pro specialni piipady, kdy neexistuje odpovidajici verze pfistroje v nevybusném provedeni, nebo existuji
jiné zavazné divody pro toto feSeni. V posledni dobé néktefi vyrobci zacali sami prodavat jednoducha zafizentf,
kterd oznacili symboly Ex ia a prohlasuji, ze tato zafizeni jsou vhodna pro pouziti do zény 0. Tato praxe je v rozporu
z legislativou, pokud vyrobce oznadf zafizenf jako jiskrové bezpecné pro zénu 1 nebo 0, musi tato zafizeni mit
certifikovana a musi mit stanoveny vstupni jiskrové bezpecné parametry (bézna praxe napfiklad u odporovych
teplomér( napt. PT100 nebo termoclankd).

Zavér

Soucasny systém revizi nevybusnych zafizenf se jevi jako naprosto nevyhovujici, je to samozfejmé zpUlsobeno tim, ze je
ptilis mnoho reviznich technikd s opradvnénim i pro nevybusna elektrickd zafizeni, ktefi se na tyto revize dostanou velmi
ziidka a proto nemaji dostatecné zkusenosti a mnohdy ani znalosti, aby tuto revizi provedli tak, aby jejich prace méla
né&jaky smysl i pro uzivatele. Mozna bychom se méli v CR vzit vzor se zahranici, kde je pro tuto ¢innost povéfena napf.
jenom jedna organizace, a technici této organizace délaji kazdy den kontroly jenom nevybusnych elektrickych zafizeni.
Tak se mohou soustfedit na zdokonalovanf a ziskavani zkusenosti pouze v této oblasti.

V soucasné dobé se pfipravuje zména legislativy (revize smérnice ATEX) a probihd nebo se pfipravuje revize témér vsech
norem pro elektrickd nevybusna zafizeni. Tyto zmény budou velmi narocné predevsim pro vyrobce, a vyvolaji urcité
pozadavky na nové zkousky zafizeni, pozadavky na pfeznaceni zafizeni. Rovnéz na provozovatele vzniknou pozadavky
s pohledu zafazovani prostord, predevsim pro prostory s hoflavym prachem (zavedeni podskupin IlIA, 1IB a 11IC). Nova
smérnice by méla rovnéz zvysit pozadavky na notifikované organy a mozna i omezit jejich pocet, coz bude dalsi problém
pro vyrobce (nutnost ptejit na jinou zkusebnu).
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Méfeni zbytkové vihkosti
sypkych latek Mitec

AKTIVITY FIRMY

Pfistroje pro praci v prostredi

et s nebezpecim vybuchu
Oddélovaci pievodniky MTL 5000 oy F p y

e fidici systémy

Zenerovy bariéry MTL 7700 . , . ,

e vstupné - vystupni systémy

« priimyslové shérnice Foundation
Fieldbus a Profibus PA

e bariéry a oddélovace

« terminaly, displeje, indiktory,
(itace

e sirény, majaky, poplachové hldsice

Rada TP
Bezpecnostni Fidici systémy

Ochrannd skiin s vytdpénim Ochrana proti piepéti MTL

pro ventilove soupravy - programovatelné fidici systémy

e fidici systémy s pevnou logikou

« software pro ndvrh, programovani,
uvadéni do provozu, provozni
obsluhu a off-line testovéni

programovatelnych fidicich systémi

MEDC - nevybus$nd siréna

Komponenty plynovych
Oddélovaci pfevodniky MTL 4500 a VakUOV)'/Ch I’OZVOdl°J
e kompresni Sroubeni
« ventily a ventilové soupravy
e ochranné a otopné skiiné

pro ventilové soupravy

Jiskrové bezpeéné displeje BEKA

requlatory tlaku

tvarovky a armatury pro méfeni
a regulaci

vakuové komponenty a systémy

ultracisté potrubni systémy pro

polovodicovy primys

HIMA - bezpeénostni fidici systém H51q % \

MEDC
- nevybusny majdk
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